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Chapter 1:
Understanding the
Terror Economy

Terrorism, banditry, and kidnapping in Nigeria have
evolved beyond isolated security threats into a
complex and profitable criminal economy. What
began as sporadic acts of violence has
transformed into a highly organized network of
criminal enterprises that generate billions of naira
annually. This "terror economy" thrives on ransom
payments, illegal trade, weak governance,
corruption, poverty, and the availability of weapons.

Today, kidnapping is no longer merely a crime of
opportunity. It has become a business model
involving financiers, informants, negotiators,
transporters, arms suppliers, and collaborators
operating across multiple regions of the country.
Understanding how this economy functions is
essential to defeating it.

Key Issues
Commercialization of Kidnapping and Ransom
Collection
Extensive Informant Networks within
Communities
Illegal Arms Procurement and Distribution
Local Collaborators and Insider Participation
Illegal Mining as a Source of Terror Financing
Cattle Rustling and Rural Criminal Enterprises
Weak Border Security and Arms Smuggling
Political Protection and Criminal Patronage
Networks
Corruption within Security and Government
Institutions
Poverty, Unemployment, and Criminal
Recruitment
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ANALYSIS RECOMMENDATIONS

The success of Nigeria's terror economy is driven
by profitability. Criminal groups increasingly view
kidnapping as a low-risk, high-reward business.
Victims are selected based on their perceived
ability to pay, while families and communities are
pressured into making ransom payments that fuel
future operations.

Informants play a critical role. Many kidnappings
are facilitated by individuals with local knowledge,
including community members, workers, drivers,
security guards, and other insiders who provide
intelligence on targets, movements, and
vulnerabilities.

The availability of weapons further strengthens
criminal networks. Arms flow into Nigeria through
porous borders, regional conflicts, and illegal
trafficking routes. These weapons allow terrorist
and bandit groups to expand operations and
challenge state authority.

In several regions, illegal mining has become a
major source of revenue for criminal organizations.
Armed groups often control mining sites, extort
operators, and profit from the illegal sale of
mineral resources. Similarly, cattle rustling has
evolved into a sophisticated criminal enterprise
involving theft, transportation, and resale across
state boundaries.

Political protection remains one of the most
damaging factors. In some cases, criminal actors
benefit from political patronage, corruption, or the
reluctance of local authorities to confront
powerful interests. This weakens law enforcement
efforts and undermines public confidence in
government institutions.

The result is a self-sustaining cycle in which
criminal profits finance further violence,
recruitment, weapons acquisition, and territorial
expansion.

Establish a national anti-ransom financing
strategy.
Strengthen intelligence gathering and
community-based reporting systems.
Improve border security through technology,
surveillance, and regional cooperation.
Aggressively target illegal arms trafficking
networks.
Formalize and regulate mining operations to
eliminate criminal control.
Create specialized task forces to combat cattle
rustling and rural banditry.
Enhance financial intelligence capabilities to
trace criminal proceeds.
Increase transparency and accountability within
security institutions.
Investigate and prosecute political actors linked
to criminal networks.
Expand employment, education, and economic
opportunities in vulnerable communities.
Strengthen witness protection programs and
community trust in law enforcement.
Improve coordination among military, police,
intelligence agencies, and local authorities.
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Case Study:
The Kidnapping Industry in
Northwestern Nigeria
Over the past decade, several northwestern
states have experienced a dramatic rise in mass
kidnappings targeting schools, highways, villages,
and travelers. What initially appeared to be
isolated criminal incidents evolved into a
structured economy involving armed groups, local
informants, negotiators, transport networks, and
financiers.
Ransom payments became a primary source of
income, enabling criminal groups to purchase
additional weapons, recruit fighters, and expand
their operations. In some communities, fear of
retaliation discouraged cooperation with security
agencies, allowing criminal networks to operate
with relative freedom.

The situation demonstrated how insecurity can
transform into an economic system sustained by
profit, weak governance, corruption, and limited
state presence. It also highlighted the importance
of addressing not only the armed actors
themselves but the entire financial and logistical
ecosystem that supports them.

Key Lesson: Terrorism and kidnapping cannot be
defeated solely through military force. The
financial networks, collaborators, enablers, and
economic incentives that sustain the terror
economy must also be dismantled.
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Chapter 2: 
The Many Faces of
Insecurity in Nigeria

Introduction
Nigeria's security challenges are complex and
multifaceted. While terrorism often receives the
greatest attention, the country faces a wide range
of security threats that affect communities,
businesses, schools, transportation networks, and
economic development.

These threats include terrorist insurgencies,
banditry, kidnapping, armed herder-farmer
conflicts, organized criminal gangs, and
opportunistic violence. Although these forms of
insecurity differ in motivation and methods, they
often overlap and reinforce one another.
Understanding the various forms of insecurity is
essential for developing effective solutions and
building lasting peace.

Key Issues

Boko Haram Insurgency
Islamic State West Africa Province (ISWAP)
Armed Banditry
Kidnapping for Ransom
Armed Herder-Farmer Conflicts
Organized Criminal Gangs
Cult-Related Violence
Highway and Rural Attacks
Community-Based Vigilante Activities
Opportunistic Violence During Crises
Weak Law Enforcement Capacity
Population Displacement and Humanitarian
Challenges
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ANALYSIS

Boko Haram
Boko Haram emerged in northeastern Nigeria and
became one of Africa's most notorious terrorist
organizations. The group has carried out attacks
against civilians, schools, religious institutions,
markets, and government facilities.
Its activities have resulted in thousands of deaths,
large-scale displacement, and significant
economic destruction. Boko Haram's operations
have also affected neighboring countries, creating
a regional security challenge.

ISWAP
The Islamic State West Africa Province (ISWAP)
evolved from factions within Boko Haram and has
become a major insurgent force in parts of
northeastern Nigeria.
Unlike traditional criminal groups, ISWAP seeks
territorial influence and attempts to establish
governance structures in areas under its control.
The group finances operations through taxation,
extortion, smuggling, and other illicit activities.

Armed Banditry
Banditry has become one of the most widespread
security threats in northwestern Nigeria. Armed
groups attack villages, raid communities, steal
livestock, destroy property, and conduct mass
kidnappings.
Bandits often operate from remote forests and
difficult terrain, making enforcement operations
challenging. In many areas, communities face
repeated attacks with devastating humanitarian
consequences.

Kidnapping for Ransom
Kidnapping has expanded from isolated incidents
into a nationwide criminal enterprise. Victims
include students, religious leaders, business
owners, government officials, farmers, and
ordinary citizens.
The profitability of ransom payments has
encouraged criminal groups to adopt kidnapping
as a major source of revenue, contributing
significantly to Nigeria's growing terror economy.

Armed Banditry
Banditry has become one of the most widespread
security threats in northwestern Nigeria. Armed
groups attack villages, raid communities, steal
livestock, destroy property, and conduct mass
kidnappings.
Bandits often operate from remote forests and
difficult terrain, making enforcement operations
challenging. In many areas, communities face
repeated attacks with devastating humanitarian
consequences.

Kidnapping for Ransom
Kidnapping has expanded from isolated incidents into
a nationwide criminal enterprise. Victims include
students, religious leaders, business owners,
government officials, farmers, and ordinary citizens.
The profitability of ransom payments has encouraged
criminal groups to adopt kidnapping as a major
source of revenue, contributing significantly to
Nigeria's growing terror economy.

Armed Herder-Farmer Conflict
Competition over land, water, grazing routes, and
agricultural resources has fueled violent clashes
between herders and farming communities in several
regions.
Environmental pressures, population growth,
desertification, and weak dispute-resolution
mechanisms have intensified these conflicts. In many
cases, criminal elements exploit tensions for
personal gain.

Organized Criminal Gangs
Urban and rural criminal gangs engage in robbery,
extortion, drug trafficking, illegal arms trading,
cybercrime, and territorial violence.
Some gangs maintain links with larger criminal
networks and may cooperate with kidnappers,
bandits, or terrorist groups when mutual benefits
exist.

Opportunistic Violence
Periods of political tension, communal unrest,
elections, economic hardship, or social protests can
create opportunities for violence.
Individuals or groups may exploit instability to loot
property, settle personal disputes, attack rivals,
spread misinformation, or engage in criminal activity
under the cover of broader unrest.
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Case Study:
The Convergence of Multiple
Security Threats in Northwestern
Nigeria

Several northwestern states have experienced
overlapping security challenges involving bandits,
kidnappers, cattle rustlers, and organized criminal
groups.
In many affected communities, attacks begin as
cattle rustling operations but evolve into
kidnappings, village raids, extortion, and broader
criminal activities. Criminal groups often exploit
weak state presence, difficult terrain, and
community fears to establish influence.
The situation demonstrates that insecurity rarely
exists in isolation. Different forms of violence
frequently intersect, creating complex threats that
require comprehensive and coordinated
responses.

Key Lesson: Nigeria's security challenges are
interconnected. Effective solutions must address
not only individual threats but also the broader
environment that allows multiple forms of
insecurity to thrive simultaneously.

RECOMMENDATIONS

Strengthen intelligence-led security operations.
Improve coordination among military, police,
intelligence, and civil defense agencies.
Invest in modern surveillance and early warning
systems.
Address root causes such as poverty,
unemployment, and social exclusion.
Enhance border security to reduce the flow of
illegal weapons.
Promote peaceful conflict resolution between
herders and farmers.
Expand community policing initiatives and local
security partnerships.
Improve judicial processes to ensure swift
prosecution of offenders.
Support rehabilitation and reintegration programs
where appropriate.
Strengthen public education against
radicalization and violent extremism.
Improve protection for schools, markets,
transportation routes, and vulnerable
communities.
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Chapter 3: 
Why Military Force 
Alone Has Failed

Introduction
For many years, Nigeria's response to terrorism,
banditry, kidnapping, and violent crime has relied
heavily on military operations. Governments have
invested significant resources in weapons, vehicles,
aircraft, surveillance systems, and troop deployments.
Despite these efforts, insecurity continues to persist
in many parts of the country.
This reality raises an important question:
Why has military force alone not been enough to
defeat insecurity?
The answer lies in the fact that modern security
challenges are not purely military problems. Terrorism
and organized criminality are sustained by financial
networks, intelligence failures, corruption, weak
institutions, poor governance, and social conditions
that military action alone cannot address.
While military force remains essential, it must be
supported by accountability, effective intelligence,
public trust, and institutional integrity.

Key Issues

Overreliance on Military Solutions
Corruption in the Security Sector
Weak Intelligence Gathering and Analysis
Poor Welfare and Support for Security
Personnel
Low Morale Among Troops
Inadequate Accountability Mechanisms
Distrust Between Civilians and Security
Agencies
Poor Interagency Coordination
Political Interference in Security Operations
Delayed Justice and Weak Prosecution
Systems
Inadequate Community Engagement
Failure to Address Root Causes of Insecurity
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ANALYSIS
Military Successes Are Often Temporary
Military operations can clear terrorist camps,
recover territory, and disrupt criminal networks.
However, if the underlying causes of insecurity
remain unaddressed, new groups often emerge to
replace those that were defeated.
Without long-term stabilization efforts, military
gains may prove temporary.

Corruption Weakens Security Effectiveness
Corruption remains one of the most damaging
threats to national security.
When funds intended for equipment, logistics,
welfare, intelligence, or operations are
mismanaged or diverted, frontline personnel
suffer.
Security-sector corruption can result in:

Inadequate equipment
Delayed salaries or allowances
Poor logistics support
Weak operational readiness
Reduced public confidence

Research in several countries has linked
corruption within security institutions to reduced
effectiveness in counterterrorism and crime
prevention efforts.

Weak Intelligence Systems
Successful security operations depend on
accurate and timely intelligence.
Many attacks occur because warning signs are
missed, ignored, delayed, or poorly coordinated
among agencies.
Challenges include:

Limited information sharing
Inadequate intelligence technology
Weak community reporting systems
Insufficient analysis capabilities
Failure to act on available information

Without effective intelligence, military operations
become reactive rather than preventive.

Poor Soldier Welfare
Security personnel operating in difficult and
dangerous environments require adequate
support.
Challenges affecting welfare may include:

Delayed allowances
Inadequate accommodation
Limited healthcare support
Insufficient equipment
Long deployments away from families

When welfare concerns are neglected,
operational effectiveness can decline significantly.

Low Morale Among Personnel
Morale plays a critical role in military performance.
Personnel who feel unsupported, under-equipped,
or unfairly treated may experience reduced
motivation and effectiveness.
High morale encourages professionalism,
discipline, resilience, and commitment to mission
objectives.

Distrust Between Civilians and Security Agencies
Public cooperation is essential for effective
security operations.
Communities often possess valuable information
about criminal activities, suspicious movements,
and emerging threats.
However, distrust can discourage citizens from
sharing information.
Factors contributing to distrust may include:

Fear of retaliation
Concerns about confidentiality
Perceived misconduct
Historical grievances
Lack of community engagement

Without trust, intelligence gathering becomes
significantly more difficult.
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Case Study:
The Convergence of
Multiple Security Threats
in Northwestern Nigeria

Counterinsurgency Challenges in Northeastern
Nigeria

Over the years, security forces have conducted
numerous operations against insurgent groups in
northeastern Nigeria. These operations have
achieved important victories, including the
recovery of territories and the disruption of
terrorist networks.
However, insurgent activities have persisted
despite these gains.
Analysts have identified several contributing
factors, including intelligence gaps, difficult terrain,
corruption concerns, recruitment by extremist
groups, socio-economic challenges, and limited
trust between some communities and security
institutions.
The experience demonstrates that military action,
while necessary, cannot by itself eliminate
complex security threats.
Long-term success requires a combination of
effective governance, intelligence, accountability,
community cooperation, economic development,
and professional security operations.

Key Lesson: Military force is an essential
component of national security, but lasting peace
and stability require a whole-of-society approach
that addresses both the symptoms and the
underlying causes of insecurity.

Recommendations

Strengthen transparency and accountability
within security institutions.
Improve oversight of defense and security
expenditures.
Enhance intelligence collection, analysis, and
information sharing.
Invest in modern intelligence and surveillance
technologies.
Improve welfare, healthcare, accommodation,
and support for personnel.
Strengthen anti-corruption measures across the
security sector.
Promote community policing and civilian
engagement initiatives.
Increase trust through professionalism and
respect for human rights.
Improve coordination among military, police,
intelligence, and civil defense agencies.
Address socio-economic drivers of insecurity
through development programs.
Expand education, employment, and youth
empowerment opportunities.
Integrate military operations with governance and
stabilization efforts.

Failure to Address Root Causes
Military operations cannot solve problems such as:

Poverty, Unemployment
Social exclusion
Poor governance
Lack of education
Community grievances

These factors can create environments where
recruitment into criminal or extremist groups
becomes easier.
Sustainable security requires both enforcement
and development.
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Chapter 4: 
Following the Money

Introduction
One of the most effective ways to understand and
defeat terrorism, banditry, and kidnapping is to follow
the money.
Violent groups require funding to survive. They need
money to purchase weapons, recruit members,
maintain camps, bribe collaborators, move personnel,
acquire supplies, and expand their operations.
Kidnapping and ransom payments have become major
sources of funding for criminal and terrorist networks
in Nigeria. However, the individuals carrying out
attacks are often only one part of a much larger
financial ecosystem.

Behind every ransom payment may exist a network of
facilitators, negotiators, transporters, informants, arms
suppliers, money handlers, and corrupt insiders who
benefit directly or indirectly from insecurity.
Understanding how money moves through this system
is critical to dismantling the terror economy.

Key Issues

Ransom Payments as a Revenue Source
Financial Networks Behind Kidnapping
Operations
Cash-Based Transactions and Informal
Transfers
Use of Mobile Transfers and Digital Payments
Cash Couriers and Middlemen
Professional Negotiators and Facilitators
Arms Procurement and Financing
Corrupt Insiders and Information Leaks
Money Laundering and Concealment
Political and Criminal Patronage Networks
Weak Financial Monitoring Systems
Challenges in Tracking Terror Financing
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ANALYSIS
The Economics of Kidnapping
Kidnapping has evolved into a profitable criminal
enterprise because it generates significant
financial returns. Once ransom payments become
common, criminal groups may view kidnapping as
a reliable source of income. Successful ransom
collections provide resources for future
operations and encourage copycat crimes.
The financial incentive creates a cycle in which
crime finances additional crime.

How Ransom Money Moves
Ransom payments can move through several
channels.
These may include:

Physical cash deliveries
Informal money transfer networks
Third-party intermediaries
Mobile payment systems
Multiple layered transactions
Hidden storage and distribution methods

Criminal groups often attempt to break large sums
into smaller amounts to make detection more
difficult. The use of multiple intermediaries can
further obscure the source and destination of
funds.

The Role of Negotiators
Negotiators sometimes emerge during kidnapping
incidents to facilitate communication between
victims' families and criminal groups.
While some negotiators may genuinely seek the
safe release of victims, others may exploit
situations for financial gain. In certain cases,
intermediaries may become recurring participants
in ransom transactions, creating opportunities for
abuse and corruption.

Arms Suppliers and Criminal Financing
Money obtained through ransom payments can be
used to acquire weapons, ammunition,
communication equipment, vehicles, fuel, and
logistics support. Arms suppliers benefit financially
when insecurity persists. As criminal groups gain
access to additional resources, their operational
capacity increases, making future attacks more
likely.

Corrupt Insiders
One of the most damaging aspects of the terror
economy is the involvement of insiders who may
provide information, protection, logistical support,
or access to resources.
Potential insiders may include:

Informants within communities
Corrupt officials
Security personnel acting unlawfully
Transportation facilitators
Financial accomplices

These actors can significantly strengthen criminal
networks by reducing operational risks.

Political and Criminal Patronage
In some environments, criminal actors may benefit
from relationships with influential individuals who
provide protection, access, influence, or
resources. Whether through direct support,
deliberate inaction, or corruption, such
relationships can undermine law enforcement
efforts and weaken accountability mechanisms.
Even the perception of political protection can
damage public confidence in government
institutions.

Financial Secrecy and Money Laundering
Criminal organizations often seek to disguise the
origins of illicit funds. Money may be moved
through:

Front businesses
Informal financial networks
Real estate investments
Commercial activities
Complex transfer arrangements

These methods make it more difficult for
authorities to identify and disrupt criminal financing
structures.
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Case Study:
Ransom Financing and
Criminal Expansion

Key Lesson: Terrorism, banditry, and kidnapping
survive because they are financed. Defeating the
terror economy requires not only arresting
offenders but also tracing, disrupting, and
dismantling the financial networks that sustain
them.

Recommendations

Strengthen anti-money laundering frameworks.
Improve financial intelligence capabilities.
Enhance monitoring of suspicious financial
transactions.
Expand cooperation between security agencies
and financial institutions.
Increase oversight of high-risk cash transactions.
Develop specialized counter-terror financing
units.
Strengthen witness protection and whistleblower
programs.
Investigate financial facilitators linked to criminal
networks.
Improve digital tracking of illicit financial flows.
Enhance border controls against cash and
weapons smuggling.
Prosecute individuals who knowingly facilitate
terror financing.
Promote regional and international cooperation in
financial investigations.

Why Following the Money Matters
Security operations often focus on arresting
offenders and recovering weapons. While these
actions are important, dismantling financial
networks can be even more effective.
When funding sources are disrupted:

Recruitment becomes harder.
Weapons become more difficult to obtain.
Operational capabilities decline.
Criminal organizations weaken over time.

Financial disruption attacks the foundation of the
terror economy itself.

In several kidnapping cases across Nigeria,
investigations have revealed that ransom
payments often extend beyond the immediate
perpetrators.

Funds may pass through multiple intermediaries
before reaching criminal leaders. Portions of the
proceeds may be used for weapons procurement,
recruitment, transportation, intelligence gathering,
logistics, and payments to collaborators.

As criminal groups accumulate financial resources,
they gain the ability to expand operations, increase
recruitment, and conduct larger attacks.

This pattern demonstrates that ransom payments
are not simply isolated transactions. They can
become part of a broader financial system that
sustains organized violence.
The experience highlights the importance of
combining traditional security operations with
financial investigations aimed at identifying and
disrupting the economic foundations of insecurity.
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Chapter 5: 
Cutting Off Terrorist Financing

Introduction
One of the most effective ways to understand and
defeat terrorism, banditry, and kidnapping is to follow
the money.
Violent groups require funding to survive. They need
money to purchase weapons, recruit members,
maintain camps, bribe collaborators, move personnel,
acquire supplies, and expand their operations.
Kidnapping and ransom payments have become major
sources of funding for criminal and terrorist networks
in Nigeria. However, the individuals carrying out
attacks are often only one part of a much larger
financial ecosystem.

Behind every ransom payment may exist a network of
facilitators, negotiators, transporters, informants, arms
suppliers, money handlers, and corrupt insiders who
benefit directly or indirectly from insecurity.
Understanding how money moves through this system
is critical to dismantling the terror economy.

Key Issues

Ransom Payments as a Revenue Source
Financial Networks Behind Kidnapping
Operations
Cash-Based Transactions and Informal
Transfers
Use of Mobile Transfers and Digital Payments
Cash Couriers and Middlemen
Professional Negotiators and Facilitators
Arms Procurement and Financing
Corrupt Insiders and Information Leaks
Money Laundering and Concealment
Political and Criminal Patronage Networks
Weak Financial Monitoring Systems
Challenges in Tracking Terror Financing
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ANALYSIS
The Economics of Kidnapping
Kidnapping has evolved into a profitable criminal
enterprise because it generates significant
financial returns. Once ransom payments become
common, criminal groups may view kidnapping as
a reliable source of income. Successful ransom
collections provide resources for future
operations and encourage copycat crimes.
The financial incentive creates a cycle in which
crime finances additional crime.

How Ransom Money Moves
Ransom payments can move through several
channels.
These may include:

Physical cash deliveries
Informal money transfer networks
Third-party intermediaries
Mobile payment systems
Multiple layered transactions
Hidden storage and distribution methods

Criminal groups often attempt to break large sums
into smaller amounts to make detection more
difficult. The use of multiple intermediaries can
further obscure the source and destination of
funds.

The Role of Negotiators
Negotiators sometimes emerge during kidnapping
incidents to facilitate communication between
victims' families and criminal groups.
While some negotiators may genuinely seek the
safe release of victims, others may exploit
situations for financial gain. In certain cases,
intermediaries may become recurring participants
in ransom transactions, creating opportunities for
abuse and corruption.

Arms Suppliers and Criminal Financing
Money obtained through ransom payments can be
used to acquire weapons, ammunition,
communication equipment, vehicles, fuel, and
logistics support. Arms suppliers benefit financially
when insecurity persists. As criminal groups gain
access to additional resources, their operational
capacity increases, making future attacks more
likely.

Corrupt Insiders
One of the most damaging aspects of the terror
economy is the involvement of insiders who may
provide information, protection, logistical support,
or access to resources.
Potential insiders may include:

Informants within communities
Corrupt officials
Security personnel acting unlawfully
Transportation facilitators
Financial accomplices

These actors can significantly strengthen criminal
networks by reducing operational risks.

Political and Criminal Patronage
In some environments, criminal actors may benefit
from relationships with influential individuals who
provide protection, access, influence, or
resources. Whether through direct support,
deliberate inaction, or corruption, such
relationships can undermine law enforcement
efforts and weaken accountability mechanisms.
Even the perception of political protection can
damage public confidence in government
institutions.

Financial Secrecy and Money Laundering
Criminal organizations often seek to disguise the
origins of illicit funds. Money may be moved
through:

Front businesses
Informal financial networks
Real estate investments
Commercial activities
Complex transfer arrangements

These methods make it more difficult for
authorities to identify and disrupt criminal financing
structures.
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Case Study:
Ransom Financing and
Criminal Expansion

Key Lesson: Terrorism, banditry, and kidnapping
survive because they are financed. Defeating the
terror economy requires not only arresting
offenders but also tracing, disrupting, and
dismantling the financial networks that sustain
them.

Recommendations

Strengthen anti-money laundering frameworks.
Improve financial intelligence capabilities.
Enhance monitoring of suspicious financial
transactions.
Expand cooperation between security agencies
and financial institutions.
Increase oversight of high-risk cash transactions.
Develop specialized counter-terror financing
units.
Strengthen witness protection and whistleblower
programs.
Investigate financial facilitators linked to criminal
networks.
Improve digital tracking of illicit financial flows.
Enhance border controls against cash and
weapons smuggling.
Prosecute individuals who knowingly facilitate
terror financing.
Promote regional and international cooperation in
financial investigations.

Why Following the Money Matters
Security operations often focus on arresting
offenders and recovering weapons. While these
actions are important, dismantling financial
networks can be even more effective.
When funding sources are disrupted:

Recruitment becomes harder.
Weapons become more difficult to obtain.
Operational capabilities decline.
Criminal organizations weaken over time.

Financial disruption attacks the foundation of the
terror economy itself.

In several kidnapping cases across Nigeria,
investigations have revealed that ransom
payments often extend beyond the immediate
perpetrators.

Funds may pass through multiple intermediaries
before reaching criminal leaders. Portions of the
proceeds may be used for weapons procurement,
recruitment, transportation, intelligence gathering,
logistics, and payments to collaborators.

As criminal groups accumulate financial resources,
they gain the ability to expand operations, increase
recruitment, and conduct larger attacks.

This pattern demonstrates that ransom payments
are not simply isolated transactions. They can
become part of a broader financial system that
sustains organized violence.
The experience highlights the importance of
combining traditional security operations with
financial investigations aimed at identifying and
disrupting the economic foundations of insecurity.
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Chapter 6: 
Fixing the Security Forces

Introduction
No nation can successfully defeat terrorism, banditry,
kidnapping, or organized crime without capable,
motivated, and professional security forces.
Soldiers, police officers, intelligence personnel, civil
defense officers, and other security professionals are
the frontline defenders of national security. They risk
their lives daily to protect citizens, communities, and
critical infrastructure.

However, security forces can only perform effectively
when they are properly equipped, adequately
supported, fairly treated, and held accountable.
In many cases, security challenges are not caused
solely by a lack of weapons or equipment. Problems
such as poor welfare, corruption, weak leadership,
low morale, delayed benefits, inadequate healthcare,
and lack of accountability can significantly reduce
operational effectiveness.

Fixing the security forces is therefore not simply a
matter of increasing budgets—it requires
comprehensive reforms that prioritize
professionalism, integrity, welfare, and
performance.

Key Issues
Poor Welfare and Living Conditions
Inadequate Salaries and Benefits
Limited Insurance and Family Support
Insufficient Medical Care for Personnel
Housing Challenges
Corruption in Procurement Processes
Equipment Diversion and Sabotage
Low Morale and Motivation
Weak Accountability Systems
Political Interference in Promotions
Lack of Merit-Based Career Advancement
Inadequate Protection for Whistleblowers
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ANALYSIS
The Importance of Personnel Welfare
Security personnel often operate under difficult
and dangerous conditions.
Their effectiveness depends not only on
equipment and training but also on confidence that
they and their families will be supported.
When personnel experience poor welfare
conditions, motivation and operational
effectiveness can decline.
A professional security force must be built on a
foundation of dignity, support, and trust.

Better Pay and Benefits
Competitive compensation is essential for
attracting and retaining qualified personnel.
Adequate salaries help:

Improve morale
Reduce financial stress
Encourage professionalism
Reduce vulnerability to corruption
Strengthen commitment to duty

While pay alone cannot eliminate misconduct, fair
compensation removes one of the common
pressures that may contribute to unethical
behavior.

Insurance and Family Protection
Security work involves significant risks.
Personnel need assurance that their families will
be protected if they are injured, disabled, or killed
in service.
Comprehensive insurance programs should
provide:

Death benefits
Disability coverage
Family support services
Educational assistance for dependents
Emergency financial assistance

Such programs demonstrate national appreciation
for service and sacrifice.

Housing and Accommodation
Quality housing contributes directly to morale and
readiness.
Many personnel face challenges related to
accommodation, relocation, and family stability.
Improved housing programs can:

Enhance well-being
Reduce stress
Improve retention
Strengthen organizational loyalty

Housing should be viewed as a strategic
investment in operational effectiveness.

Medical Support
Personnel serving in conflict and high-risk
environments require access to quality healthcare.
This includes:

Emergency medical services
Mental health support
Trauma care
Rehabilitation services
Long-term treatment for service-related injuries

Healthy personnel are more capable of performing
demanding operational duties.

Transparent Procurement
Procurement corruption can undermine national
security.
When funds allocated for equipment, logistics,
infrastructure, or operations are mismanaged,
frontline personnel bear the consequences.
Transparent procurement systems should ensure:

Competitive bidding
Independent oversight
Financial accountability
Quality assurance
Timely delivery of equipment and services

Transparency strengthens operational readiness
and public trust.
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Establish a national terrorist-financing disruption
strategy.
Strengthen financial intelligence units and
investigative capacity.
Improve coordination between financial
institutions and security agencies.
Enhance suspicious transaction reporting
mechanisms.
Expand anti-money laundering enforcement
programs.
Develop advanced ransom-tracking capabilities.
Strengthen asset seizure and forfeiture
frameworks.
Improve monitoring of high-risk financial sectors.
Increase prosecution of financiers and
facilitators.
Enhance international cooperation on financial
investigations.
Improve border controls against illicit cash
movements.
Promote transparency and accountability across
financial institutions.

Merit-Based Promotion
Promotions should be based on competence,
performance, leadership, integrity, and
professional achievement.
When promotions are perceived as unfair or
politically influenced, morale can suffer.
Merit-based systems help:

Reward excellence
Encourage professionalism
Improve leadership quality
Strengthen organizational credibility

Effective leaders are essential to successful
security operations.

Transparent Procurement
Procurement corruption can undermine national
security.
When funds allocated for equipment, logistics,
infrastructure, or operations are mismanaged,
frontline personnel bear the consequences.
Transparent procurement systems should ensure:

Competitive bidding
Independent oversight
Financial accountability
Quality assurance
Timely delivery of equipment and services

Transparency strengthens operational readiness
and public trust.

Punishing Sabotage and Corruption
Acts of sabotage, intelligence leaks, equipment
diversion, collaboration with criminal groups, and
corruption can have devastating consequences.
Such actions endanger personnel, weaken
operations, and undermine public confidence.
Effective accountability requires:

Thorough investigations
Fair disciplinary processes
Swift prosecution where appropriate
Consistent enforcement of standards

A culture of accountability protects both the
institution and the public.

Protecting Whistleblowers
Personnel who report misconduct often face
significant risks.
Without protection, many individuals may remain
silent about corruption, abuse, or security
breaches.
Whistleblower protection mechanisms should:

Guarantee confidentiality
Prevent retaliation
Provide secure reporting channels
Encourage ethical conduct

Protecting whistleblowers strengthens institutional
integrity.

Recommendations

Improve salaries and allowances for security
personnel.
Expand insurance coverage and family support
programs.
Develop modern housing initiatives for personnel.
Strengthen healthcare and mental health
services.
Reform procurement systems to improve
transparency and accountability.
Establish stronger anti-corruption mechanisms
within security institutions.
Investigate and prosecute acts of sabotage and
collusion.
Create secure whistleblower reporting systems.
Strengthen oversight bodies and internal audit
functions.
Implement transparent, merit-based promotion
frameworks.
Expand professional development and leadership
training.
Improve coordination between welfare programs
and operational planning.



25 2026Breaking the Terror Economy

Case Study:
Professionalization and
Security Sector Reform

Key Lesson:  Strong security forces are built on
professionalism, integrity, accountability, and
welfare. When personnel are properly supported
and rewarded, they are better equipped to protect
the nation and resist the pressures of corruption,
sabotage, and criminal influence.

Several countries confronting terrorism and
organized crime have undertaken security-sector
reforms focused on personnel welfare,
accountability, and professionalization.

These reforms included improved pay structures,
better housing, enhanced medical support,
transparent procurement systems, anti-corruption
initiatives, and merit-based promotion processes.
Over time, many institutions experienced
improvements in morale, operational
effectiveness, public confidence, and recruitment
quality.

While equipment and technology remained
important, reforms demonstrated that well-
supported and accountable personnel often
produce better security outcomes than hardware
alone.
The experience highlights the importance of
investing not only in weapons and infrastructure
but also in the people responsible for protecting
the nation.
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Chapter 7: 
Intelligence Before Bullets

Introduction
Throughout history, the most successful security
operations have relied not only on force but on
information.
Military power can respond to threats, but intelligence
can prevent them.
Terrorists, kidnappers, bandits, and criminal networks
often depend on secrecy, surprise, and local
knowledge. They exploit gaps in information to plan
attacks, move personnel, hide resources, and evade
security forces.
This is why intelligence must come before bullets.
A nation that knows where threats are emerging, who
is involved, how attacks are being planned, and where
criminals are operating is far better positioned to
prevent violence than one that reacts only after
attacks occur.
Effective intelligence allows governments to stop
threats before lives are lost, making it one of the most
powerful tools in national security.

Key Issues

Weak Intelligence Gathering Systems
Limited Human Intelligence Networks
Poor Community Reporting Mechanisms
Inadequate Local Language Capabilities
Weak Information Sharing Between Agencies
Insufficient Protection for Informants
Limited Use of Technology and Data Analytics
Delayed Threat Detection
Lack of Early-Warning Systems
Distrust Between Communities and Security
Agencies
Intelligence Leaks and Operational
Compromise
Poor Coordination Between Federal, State,
and Local Actors
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ANALYSIS
Why Intelligence Matters
Most attacks do not happen without warning.
Before kidnappings, terrorist attacks, or bandit
raids occur, there are often indicators such as:

Suspicious movements
Unusual financial activity
Recruitment efforts
Weapons procurement
Reconnaissance activities
Community rumors and observations

The challenge is identifying, analyzing, and acting
on this information before violence occurs.
Intelligence transforms security from a reactive
process into a preventive one.

Human Intelligence (HUMINT)
Human intelligence remains one of the most
valuable sources of information.
Technology can provide data, but people often
possess critical insights that machines cannot
detect.
Sources of human intelligence may include:

Community members
Traditional leaders
Religious leaders
Traders and transport operators
Local security volunteers
Trusted informants

Strong human intelligence networks help security
agencies understand local realities and emerging
threats.

Community Reporting
Communities are often the first to notice unusual
activities.
Residents may observe:

Strange visitors
Suspicious gatherings
Unexplained movements
Abandoned properties being used by criminals
Unusual purchases or transactions

Effective reporting mechanisms encourage
citizens to share information safely and
confidentially.
Public participation can significantly improve threat
detection.

Local Language Networks
Many security challenges occur in communities
where local languages are dominant.
Personnel who understand local languages and
cultural dynamics can:

Build trust
Gather more accurate information
Detect emerging threats
Improve communication during operations

Language capability is therefore a strategic
intelligence asset.

Technology and Intelligence Collection
Modern technology can enhance intelligence
gathering and analysis.
Useful tools may include:

Surveillance systems
Geographic information systems (GIS)
Data analytics platforms
Communications monitoring tools
Drone technology
Digital reporting systems

Technology increases the speed and scale of
intelligence collection but should complement—
not replace—human intelligence.

Data Sharing and Coordination
One of the most common weaknesses in security
operations is poor information sharing.
Important intelligence may exist within one agency
but fail to reach another agency capable of acting
upon it.
Effective security requires:

Shared databases
Joint intelligence centers
Common reporting frameworks
Real-time information exchange

Better coordination improves operational
effectiveness and reduces duplication.
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Establish a national terrorist-financing disruption
strategy.
Strengthen financial intelligence units and
investigative capacity.
Improve coordination between financial
institutions and security agencies.
Enhance suspicious transaction reporting
mechanisms.
Expand anti-money laundering enforcement
programs.
Develop advanced ransom-tracking capabilities.
Strengthen asset seizure and forfeiture
frameworks.
Improve monitoring of high-risk financial sectors.
Increase prosecution of financiers and
facilitators.
Enhance international cooperation on financial
investigations.
Improve border controls against illicit cash
movements.
Promote transparency and accountability across
financial institutions.

Informant Protection
Informants often take significant personal risks.
Without protection, individuals may be unwilling to
provide critical information.
Effective protection measures may include:

Confidential reporting systems
Identity protection
Relocation support when necessary
Legal safeguards
Secure communication channels

Protecting informants strengthens intelligence
networks and encourages cooperation.

Early-Warning Systems
An early-warning system identifies indicators of
emerging threats before violence occurs.
Such systems may combine:

Community reports
Intelligence assessments
Security incident data
Technology-based monitoring
Social and economic indicators

The goal is to provide decision-makers with
sufficient time to intervene before situations
escalate.

Building Trust
Intelligence depends on trust.
Citizens are more likely to cooperate when they
believe:

Information will be handled responsibly
Their identities will be protected
Authorities will act professionally
Reports will produce meaningful action

Trust is therefore one of the most important
components of an effective intelligence system.

Recommendations

Expand human intelligence networks nationwide.
Strengthen community-based reporting
mechanisms.
Develop local-language intelligence capabilities.
Improve intelligence training across all security
agencies.
Establish integrated intelligence fusion centers.
Strengthen interagency information sharing.
Invest in modern surveillance and data analytics
technologies.
Create secure and anonymous reporting
platforms.
Enhance protection programs for informants and
witnesses.
Develop national and regional early-warning
systems.
Improve collaboration with traditional and
community leaders.
Promote trust through professionalism,
transparency, and accountability.

In several regions affected by insecurity,
communities have successfully provided information
that helped security agencies prevent attacks,
locate criminal hideouts, and disrupt kidnapping
operations. In many cases, local residents observed
suspicious movements, unfamiliar individuals,
unusual gatherings, or emerging threats long before
authorities became aware of them.
When trusted reporting channels existed and
information was acted upon quickly, security forces
were able to intervene before violence occurred.
These experiences demonstrate that intelligence is
often most effective when communities,
technology, and security agencies work together.
The combination of local knowledge, professional
analysis, and timely action can prevent attacks that
military force alone might only respond to after the
fact.

Case Study:
Community Intelligence
and Attack Prevention

Key Lesson:  The most effective security operation
is the one that prevents an attack before it
happens. Intelligence, community cooperation, and
early warning systems provide the information
necessary to stop threats before bullets are fired.
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Chapter 8: 
Border Security and Regional
Cooperation

Introduction
Nigeria's security challenges do not exist in isolation.
Terrorism, banditry, kidnapping, arms trafficking,
human trafficking, drug smuggling, and organized
crime frequently cross national boundaries.
Armed groups exploit porous borders, weak border
controls, ungoverned spaces, and instability in
neighboring countries to move fighters, weapons,
funds, and supplies. As a result, insecurity in one
country can quickly affect the security of another.
Nigeria shares extensive land and maritime borders
with neighboring states and occupies a strategic
position within West and Central Africa. This
geographic reality means that Nigeria cannot
effectively defeat terrorism and transnational crime
alone.
Success requires strong border security, regional
cooperation, intelligence sharing, joint operations, and
coordinated diplomatic efforts.
The fight against the terror economy must therefore
be both a national and regional undertaking.

Key Issues

Porous Land Borders
Cross-Border Movement of Armed Groups
Illegal Arms Trafficking
Human Trafficking and Smuggling Networks
Weak Border Surveillance Infrastructure
Limited Cross-Border Intelligence Sharing
Regional Terrorist and Criminal Networks
Instability Across the Sahel Region
Insufficient Joint Security Operations
Weak Immigration and Customs Controls
Limited Technological Monitoring Capabilities
Challenges in Regional Coordination
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ANALYSIS
The Border Security Challenge
Nigeria shares borders with neighboring countries
including Niger, Chad, Cameroon, and Benin.
Large sections of these borders pass through
remote terrain, forests, deserts, rivers, and
sparsely populated areas that are difficult to
monitor effectively.
These conditions create opportunities for criminal
and terrorist groups to move across borders with
limited detection.

Cross-Border Terrorist Networks
Many extremist and criminal organizations operate
across multiple countries.
Groups may:

Recruit in one country
Train in another
Conduct attacks elsewhere
Move weapons through multiple jurisdictions
Seek refuge across borders after attacks

This mobility complicates security operations and
highlights the need for regional cooperation.

Arms Trafficking
Illegal weapons are a major driver of insecurity
across the region.
Weapons often move through transnational
trafficking routes that connect conflict zones,
criminal organizations, and extremist groups.
The availability of illicit firearms enables:

Terrorist attacks
Banditry
Kidnapping operations
Communal violence
Organized crime

Reducing arms trafficking requires coordinated
action among neighboring countries.

The Impact of Sahel Instability
The wider Sahel region has experienced
significant security challenges, including terrorism,
insurgencies, political instability, and organized
crime.
Instability in parts of the region can create
opportunities for armed groups to:

Establish safe havens
Recruit fighters
Access weapons
Develop smuggling routes
Expand criminal activities

Because threats often move across borders,
regional instability can directly affect Nigeria's
security environment.

Intelligence Sharing
One country's intelligence may help prevent an
attack in another.
Timely intelligence sharing can provide information
about:

Suspected terrorists
Arms trafficking networks
Financial facilitators
Cross-border movements
Planned attacks

Without effective information sharing, criminal
groups can exploit gaps between national security
systems.

Joint Security Operations
Regional cooperation becomes most effective
when countries coordinate operational responses.
Joint initiatives may include:

Border patrols
Intelligence fusion centers
Coordinated investigations
Joint military operations
Maritime security cooperation

These efforts reduce opportunities for criminals to
exploit national boundaries.
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Establish a national terrorist-financing disruption
strategy.
Strengthen financial intelligence units and
investigative capacity.
Improve coordination between financial
institutions and security agencies.
Enhance suspicious transaction reporting
mechanisms.
Expand anti-money laundering enforcement
programs.
Develop advanced ransom-tracking capabilities.
Strengthen asset seizure and forfeiture
frameworks.
Improve monitoring of high-risk financial sectors.
Increase prosecution of financiers and
facilitators.
Enhance international cooperation on financial
investigations.
Improve border controls against illicit cash
movements.
Promote transparency and accountability across
financial institutions.

Technology and Border Management
Modern border security increasingly relies on
technology.
Potential tools include:

Surveillance systems
Drones
Biometric identification
Integrated border databases
Satellite monitoring
Automated information-sharing platforms

Technology improves detection capabilities while
enhancing coordination among agencies.

Diplomacy and Regional Security
Security cooperation requires strong diplomatic
relationships.
Regional organizations and bilateral partnerships
can help countries:

Coordinate policies
Resolve disputes
Share intelligence
Develop common security strategies
Mobilize resources for collective action

Diplomacy remains an essential component of
sustainable regional security.

Recommendations

Strengthen physical border security
infrastructure.
Expand surveillance and monitoring technologies.
Improve immigration and customs screening
systems.
Enhance intelligence sharing with neighboring
countries.
Develop integrated regional databases for high-
risk individuals.
Increase joint border patrols and coordinated
operations.
Strengthen efforts to combat arms trafficking.
Improve regional counterterrorism cooperation.
Expand training and capacity-building programs
for border personnel.
Promote stronger diplomatic engagement on
security matters.
Develop regional early-warning systems for
emerging threats.
Support long-term stabilization initiatives across
the Sahel region.

Security challenges in the Lake Chad Basin
demonstrated the importance of regional
cooperation.
Terrorist groups operating in border regions
exploited difficult terrain and jurisdictional
boundaries to evade national security forces.
In response, neighboring countries increased
cooperation through intelligence sharing,
coordinated operations, and joint security initiatives.
While challenges remained, collaborative efforts
improved the ability of participating countries to
track movements, disrupt operations, and reduce
the freedom of action enjoyed by armed groups.
The experience highlighted a fundamental reality:
transnational threats require transnational solutions.
No single country can effectively address regional
insecurity alone.

Case Study:
Multinational Cooperation
Against Cross-Border
Threats

Key Lesson:  Terrorists, traffickers, and criminal
networks do not respect national borders. Nigeria's
long-term security depends on strong border
management, regional partnerships, intelligence
sharing, and sustained cooperation with
neighboring countries and the wider Sahel region.
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Chapter 9: 
Community Defense Without
Lawlessness

Introduction
Security is most effective when it is a shared
responsibility between government institutions and
the communities they serve.
Citizens are often the first to notice suspicious
activities, unfamiliar individuals, emerging threats, or
signs of criminal activity. Their knowledge of local
environments, people, and patterns of behavior makes
them valuable partners in preventing insecurity.
However, community involvement in security must be
carefully managed.
History has shown that when community defense
efforts operate without proper oversight, training,
accountability, or legal frameworks, they can evolve
into vigilante groups, criminal gangs, political
enforcers, or ethnic militias that create new security
problems.
The challenge is therefore to build strong community
participation in security while ensuring that the rule of
law remains intact.
Communities should support security agencies—not
replace them.

Key Issues

Weak Community-Security Relationships
Fear of Reporting Criminal Activity
Lack of Trusted Reporting Channels
Growth of Vigilante and Militia Groups
Ethnic and Religious Tensions
Poor Intelligence Flow from Communities
Lack of Community-Based Early Warning
Systems
Inadequate Legal Frameworks for Community
Security Initiatives
Risk of Human Rights Violations
Political Manipulation of Community Defense
Groups
Limited Trust in Security Institutions
Community Fear of Retaliation
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ANALYSIS
The Value of Community Participation
Security agencies cannot be present everywhere
at all times.
Communities possess valuable information about:

Suspicious movements
Unusual gatherings
Criminal hideouts
Emerging threats
Local disputes
New arrivals with questionable intentions

When properly shared, such information can help
prevent attacks and improve public safety.
Community participation strengthens prevention
rather than simply responding after incidents
occur.

Reporting Suspicious Activity
One of the most important contributions
communities can make is timely reporting.
Effective reporting may include information about:

Planned attacks
Kidnapping threats
Weapons movements
Criminal recruitment
Suspicious financial activity
Unknown individuals conducting surveillance

Reliable reporting systems increase the ability of
security agencies to act before violence occurs.

Vigilance and Situational Awareness
Community vigilance involves paying attention to
activities within neighborhoods and public spaces
without engaging in unlawful enforcement actions.
Citizens can contribute by:

Knowing their environment
Observing unusual activity
Reporting concerns promptly
Participating in community awareness
programs

Vigilance helps create environments where
criminals find it harder to operate unnoticed.

Local Mapping and Risk Identification
Communities often understand local vulnerabilities
better than external actors.
Local mapping can identify:

Crime hotspots
Abandoned buildings
Vulnerable infrastructure
High-risk routes
Areas prone to criminal activity

Such information can assist security agencies in
allocating resources more effectively.

Building Trust Between Communities and
Security Agencies
Trust is the foundation of effective community
security.
Citizens are more likely to cooperate when they
believe:

Reports will be treated confidentially
Information will be acted upon
Security personnel will behave professionally
Their safety will be protected

Without trust, valuable intelligence often remains
unreported.

The Dangers of Uncontrolled Militias
When communities lose confidence in formal
security institutions, there may be pressure to
create self-defense groups.
While some groups emerge from legitimate
security concerns, lack of oversight can create
serious risks.
Uncontrolled militias may:

Abuse power
Engage in extortion
Escalate conflicts
Target innocent individuals
Become politically manipulated
Develop criminal interests

Over time, groups created to provide security can
themselves become security threats.
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Establish a national terrorist-financing disruption
strategy.
Strengthen financial intelligence units and
investigative capacity.
Improve coordination between financial
institutions and security agencies.
Enhance suspicious transaction reporting
mechanisms.
Expand anti-money laundering enforcement
programs.
Develop advanced ransom-tracking capabilities.
Strengthen asset seizure and forfeiture
frameworks.
Improve monitoring of high-risk financial sectors.
Increase prosecution of financiers and
facilitators.
Enhance international cooperation on financial
investigations.
Improve border controls against illicit cash
movements.
Promote transparency and accountability across
financial institutions.

The Importance of Legal Oversight
Any community-based security initiative should
operate within the law.
Clear legal frameworks help ensure:

Accountability
Respect for human rights
Proper coordination with security agencies
Defined responsibilities
Effective supervision

Community defense must complement lawful
security structures rather than compete with them.

Protecting Human Rights
Security efforts that violate human rights often
create new grievances and undermine public
confidence.
Community participation should promote:

Fair treatment
Due process
Respect for diversity
Protection of vulnerable groups
Non-discrimination

The objective is safer communities—not
lawlessness.

Recommendations

Establish trusted and accessible reporting
channels.
Strengthen community policing initiatives.
Improve relationships between security agencies
and local communities.
Develop community-based early-warning
systems.
Encourage neighborhood vigilance programs
under legal supervision.
Create secure mechanisms for anonymous
reporting.
Strengthen witness and informant protection
programs.
Provide civic education on lawful community
participation in security.
Prevent political manipulation of community
security groups.
Ensure clear legal frameworks for community
defense initiatives.
Strengthen oversight and accountability
mechanisms.
Promote respect for human rights and the rule of
law.

In several Nigerian communities, local residents
have helped prevent criminal activities by reporting
suspicious movements, identifying unfamiliar
individuals linked to criminal networks, and providing
information about potential threats.
Where strong relationships existed between
communities and security agencies, information
often led to preventive action before attacks
occurred.
In contrast, areas where trust was weak frequently
experienced lower levels of reporting, allowing
criminal groups greater freedom to operate.
These experiences demonstrate that communities
can play a critical role in security without forming
armed militias or taking the law into their own hands.
The most successful models emphasized
cooperation, information sharing, accountability, and
respect for legal authority.

Case Study:
Community Reporting and
Crime Prevention

Key Lesson:  Effective community defense is built
on vigilance, trust, reporting, and partnership with
lawful authorities. Communities become safer
when citizens help security agencies prevent
crime—not when they create uncontrolled armed
groups outside the rule of law.
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