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THE TERROR ECONORY
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HOW VIOLENCE BECOMES BUSINESS. /
Terrorism in Nigeria is not just an ideology,
it is an industry. It has funders, suppliers,
facilitators, protectors and customers.
It thrives where corruption, poverty,
weak institutions and fear create
the perfect environment.

ARMED GROUPS
Carrying out attacks,
kidnappings and : i s
extortion. == _ POVERTY &
= y UNEMPLOYMENT
Easy recruitment
and weak

INFORMANTS & SPY NETWORKS alternatives.

Providing intelligence, CORRUPTION
target information and

safe passage.

i RANSOM PAYMENTS
3 g! & . Paid by victims, families,
TR companies and even

! gc-vernments.

TERROR IS

It buys protection,
influence and
silence.

A MULTI-BILLION NAIRA ™
INDUSTRY FUELLED BY I S WEAK INSTITUTIONS
MANY CONNECTED & ol Poor governance,
] | justice delays and
lack of trust.

=, . POROUS BORDERS

. Weapp S @mnUEaon, Politicians, security f_d H, E‘?E:f ok
- vehicles, fL.lEL fmd' personnel and officials :;?;T“a; Ir] '-iiu'orkv
commynication | wha look the other way Sl i
EJREN L or actively protect EEAR & SILENCE
the criminals. Communities are
) terrified or
ILLEGAL ECONOMIES NEGOTIATORS & FIXERS ' complicit.
lllegal mining, cattle rustling, Middlemen who facilitate
oil bunkering, logging, communication and
drug trafficking. ransom deals.

" HOW THE MONEY FLOWS

I-iFDIMPPIHGJr DEMAND & PAYMENT DISTRIBUTION REINVESTMENT
~ ATTACK NEGOTGIATION Money is paid via Funds are shared Money is used to buy
Victims are taken Ransom demands cash, transfers, among fighters, weapons, recruit

for ransom or are made through hawala, or commanders, more fighters and
communities negotiators. middlemen. informants and expand operations.
are attacked. SpONsors.
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UNDERSTAND THE SYSTEM. EXPOSE THE NETWORKS. CUT THE MONEY. SAVE LIVES



Chapter1:

Understanding the

Terror Economy

Terrorism, banditry, and kidnapping in Nigeria have
evolved beyond isolated security threats into a
complex and profitable criminal economy. What
began as sporadic acts of violence has
transformed into a highly organized network of
criminal enterprises that generate billions of naira
annually. This "terror economy" thrives on ransom
payments, illegal trade, weak governance,
corruption, poverty, and the availability of weapons.

Today, kidnapping is no longer merely a crime of
opportunity. It has become a business model
involving  financiers, informants, negotiators,
transporters, arms suppliers, and collaborators
operating across multiple regions of the country.
Understanding how this economy functions is
essential to defeating it.

02 Breaking the Terror Economy

Key Issues

» Commercialization of Kidnapping and Ransom
Collection

» Extensive
Communities

« lllegal Arms Procurement and Distribution

» Local Collaborators and Insider Participation

« lllegal Mining as a Source of Terror Financing

o Cattle Rustling and Rural Criminal Enterprises

» Weak Border Security and Arms Smuggling

« Political Protection and Criminal Patronage
Networks

e Corruption within Security and Government

Informant Networks within

Institutions
o Poverty, Unemployment, and  Criminal
Recruitment

2026



ANALYSIS

The success of Nigeria's terror economy is driven
by profitability. Criminal groups increasingly view
kidnapping as a low-risk, high-reward business.
Victims are selected based on their perceived
ability to pay, while families and communities are
pressured into making ransom payments that fuel
future operations.

Informants play a critical role. Many kidnappings
are facilitated by individuals with local knowledge,
including community members, workers, drivers,
security guards, and other insiders who provide
intelligence on targets, movements, and
vulnerabilities.

The availability of weapons further strengthens
criminal networks. Arms flow into Nigeria through
porous borders, regional conflicts, and illegal
trafficking routes. These weapons allow terrorist
and bandit groups to expand operations and
challenge state authority.

In several regions, illegal mining has become a
major source of revenue for criminal organizations.
Armed groups often control mining sites, extort
operators, and profit from the illegal sale of
mineral resources. Similarly, cattle rustling has
evolved into a sophisticated criminal enterprise
involving theft, transportation, and resale across
state boundaries.

Political protection remains one of the most
damaging factors. In some cases, criminal actors
benefit from political patronage, corruption, or the
reluctance of local authorities to confront
powerful interests. This weakens law enforcement
efforts and undermines public confidence in
government institutions.

The result is a self-sustaining cycle in which
criminal  profits  finance  further violence,
recruitment, weapons acquisition, and territorial
expansion.

03 Breaking the Terror Economy

RECOMMENDATIONS

Establish a national anti-ransom financing
strategy.

Strengthen intelligence gathering and
community-based reporting systems.

Improve border security through technology,
surveillance, and regional cooperation.
Aggressively target illegal arms trafficking
networks.

Formalize and regulate mining operations to
eliminate criminal control.

Create specialized task forces to combat cattle
rustling and rural banditry.

Enhance financial intelligence capabilities to
trace criminal proceeds.

Increase transparency and accountability within
security institutions.

Investigate and prosecute political actors linked
to criminal networks.

Expand employment, education, and economic
opportunities in vulnerable communities.
Strengthen witness protection programs and
community trust in law enforcement.

Improve coordination among military, police,
intelligence agencies, and local authorities.

2026



Case Study:

The Kidnapping Industry in
Northwestern Nigeria

Over the past decade, several northwestern
states have experienced a dramatic rise in mass
kidnappings targeting schools, highways, villages,
and travelers. What initially appeared to be
isolated criminal incidents evolved into a
structured economy involving armed groups, local
informants, negotiators, transport networks, and
financiers.

Ransom payments became a primary source of
income, enabling criminal groups to purchase
additional weapons, recruit fighters, and expand
their operations. In some communities, fear of
retaliation discouraged cooperation with security
agencies, allowing criminal networks to operate
with relative freedom.

04 Breaking the Terror Economy

The situation demonstrated how insecurity can
transform into an economic system sustained by
profit, weak governance, corruption, and limited
state presence. It also highlighted the importance
of addressing not only the armed actors
themselves but the entire financial and logistical
ecosystem that supports them.

Key Lesson: Terrorism and kidnapping cannot be
defeated solely through military force. The
financial networks, collaborators, enablers, and

economic incentives that sustain the terror
economy must also be dismantled.
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Insecurity in Nigeria is not one problem. It is many threats, many actors, _
many motives—interconnected and ever-evolving.
To defeat it, we must understand all the faces of the enemy.
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Chapter 2:

The Many Faces of
Insecurity in Nigeria

Introduction

Nigeria's security challenges are complex and
multifaceted. While terrorism often receives the
greatest attention, the country faces a wide range
of security threats that affect communities,
businesses, schools, transportation networks, and
economic development.

These threats include terrorist insurgencies,
banditry, kidnapping, = armed herder-farmer
conflicts, organized criminal gangs, and
opportunistic violence. Although these forms of
insecurity differ in motivation and methods, they
often overlap and reinforce one another.
Understanding the various forms of insecurity is
essential for developing effective solutions and
building lasting peace.

06 Breaking the Terror Economy

Key Issues

Boko Haram Insurgency

Islamic State West Africa Province (ISWAP)
Armed Banditry

Kidnapping for Ransom

Armed Herder-Farmer Conflicts

Organized Criminal Gangs

Cult-Related Violence

Highway and Rural Attacks
Community-Based Vigilante Activities
Opportunistic Violence During Crises
Weak Law Enforcement Capacity
Population Displacement and Humanitarian
Challenges
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ANALYSIS

Boko Haram

Boko Haram emerged in northeastern Nigeria and
became one of Africa's most notorious terrorist
organizations. The group has carried out attacks
against civilians, schools, religious institutions,
markets, and government facilities.

Its activities have resulted in thousands of deaths,
large-scale  displacement, and  significant
economic destruction. Boko Haram's operations
have also affected neighboring countries, creating
a regional security challenge.

ISWAP

The Islamic State West Africa Province (ISWAP)
evolved from factions within Boko Haram and has
become a major insurgent force in parts of
northeastern Nigeria.

Unlike traditional criminal groups, ISWAP seeks
territorial influence and attempts to establish
governance structures in areas under its control.
The group finances operations through taxation,
extortion, smuggling, and other illicit activities.

Armed Banditry

Banditry has become one of the most widespread
security threats in northwestern Nigeria. Armed
groups attack villages, raid communities, steal
livestock, destroy property, and conduct mass
kidnappings.

Bandits often operate from remote forests and
difficult terrain, making enforcement operations
challenging. In many areas, communities face
repeated attacks with devastating humanitarian
consequences.

Kidnapping for Ransom

Kidnapping has expanded from isolated incidents
into a nationwide criminal enterprise. Victims
include students, religious leaders, business
owners, government officials, farmers, and
ordinary citizens.

The profitabilty of ransom payments has
encouraged criminal groups to adopt kidnapping
as a major source of revenue, contributing
significantly to Nigeria's growing terror economy.

07 Breaking the Terror Economy

Armed Banditry

Banditry has become one of the most widespread
security threats in northwestern Nigeria. Armed
groups attack villages, raid communities, steal
livestock, destroy property, and conduct mass
kidnappings.

Bandits often operate from remote forests and
difficult terrain, making enforcement operations
challenging. communities face
repeated attacks with devastating humanitarian
consequences.

In many areas,

Kidnapping for Ransom

Kidnapping has expanded from isolated incidents into
a nationwide criminal enterprise. Victims include
students, religious leaders, business owners,
government officials, farmers, and ordinary citizens.
The profitability of ransom payments has encouraged
criminal groups to adopt kidnapping as a major
source of revenue, contributing significantly to
Nigeria's growing terror economy.

Armed Herder-Farmer Conflict

Competition over land, water, grazing routes, and
agricultural resources has fueled violent clashes
between herders and farming communities in several
regions.

Environmental  pressures, population  growth,
desertification, and weak dispute-resolution
mechanisms have intensified these conflicts. In many
cases, criminal elements exploit tensions for
personal gain.

Organized Criminal Gangs

Urban and rural criminal gangs engage in robbery,
extortion, drug ftrafficking, illegal arms trading,
cybercrime, and territorial violence.

Some gangs maintain links with larger criminal
networks and may cooperate with kidnappers,
bandits, or terrorist groups when mutual benefits
exist.

Opportunistic Violence

Periods of political tension, unrest,
elections, economic hardship, or social protests can
create opportunities for violence.

Individuals or groups may exploit instability to loot
property, settle personal disputes, attack rivals,
spread misinformation, or engage in criminal activity
under the cover of broader unrest.

communal
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Case Study:
The Convergence of Multiple
Security Threats in Northwestern
Nigeria
RECOMMENDATIONS

Several northwestern states have experienced

Strengthen intelligence-led security operations.
Improve coordination among military, police,
intelligence, and civil defense agencies.

Invest in modern surveillance and early warning
systems.

Address root causes such as
unemployment, and social exclusion.
Enhance border security to reduce the flow of
illegal weapons.

Promote peaceful conflict resolution between
herders and farmers.

poverty,

Expand community policing initiatives and local
security partnerships.

Improve judicial processes to ensure swift
prosecution of offenders.

Support rehabilitation and reintegration programs
where appropriate.

Strengthen public education
radicalization and violent extremism.
Improve protection for schools, markets,
transportation routes, and vulnerable
communities.

against

08 Breaking the Terror Economy

overlapping security challenges involving bandits,
kidnappers, cattle rustlers, and organized criminal
groups.

In many affected communities, attacks begin as
cattle rustling operations but evolve into
kidnappings, village raids, extortion, and broader
criminal activities. Criminal groups often exploit
weak state presence, difficult terrain, and
community fears to establish influence.

The situation demonstrates that insecurity rarely
exists in isolation. Different forms of violence
frequently intersect, creating complex threats that
require comprehensive and coordinated
responses.

Key Lesson: Nigeria's security challenges are
interconnected. Effective solutions must address
not only individual threats but also the broader

environment that allows multiple forms of
insecurity to thrive simultaneously.
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CHAPTER 3:

COURAGE
DESERVES
WHY MIlITARY FI]RCE
; SYSTEMS
| NEFE FIAN 'i nil ki .' e *|  DESERVE
ILUINL 1RV TRIL i SE Jﬁ’/:\\\ P REFORM.
STRENETH WITHOUT R[FUHM WILL NOT BRING L.QS“NG SECURITY. b 3 L :‘ | THE NATION
Nigeria has brave men and women in uniform, but courage \ o f—.; ' DESERVES
alone cannot defeat a complex enemy. When systems fail, = PEACE.
weapons are misused, and trust is broken, even the most _ Y~
powerful military cannot win. : _ﬂ‘“

THE REALITY ON THE GROUND

© ® & O

ERAVE SOLDIERS, ENEMIES SYSTEMIC PUBLIC TRUST
LIMITED RESULTS | ADAPT FASTER FAILURES IS LOW

Our troops risk Terrorists and Weal institutions, Civilians fear,
their lives daily, bandits exploit corruption, and distrust, or feel
yat insecurity our weaknesses poor leadership abandoned by
persists. and divided undermine those meant to
systems. operations. protect them.

KEY REASONS MILITARY FORCE ALONE HAS FAILED |

Lack of accountability
for equipment and resources.

Poor welfare and
motivaton of soldiers.

Corruption and diversion
of funds and supplies.

Weak intelligence
and poor information sharing.

Low morale and burnout
from constant deployment.

Distrust between civilians
and security agencies.

LOST LIVES
AND POTENTIAL

+ Soldiers and civilians
continue to die.

WASTED RESOURCES
AND EQUIPMENT

* Billions are spent,
but results are minimal.

EMPOWERED ENEMIES

* Criminals grow stronger
and mare confident.

DISPLACEMENT AND
DESTROYED COMMUNITIES

+ Families are uprooted.

* Homes, schools, farms,

WEAKENED NATIONAL
SECURITY

* Nigeria's credibility suffers.

» Insecurity spreads to

» Communities live in fear
every day.

* Equipment is poorly
maintained or diverted.

= They exploit our
weaknesses.

and businesses are destroyed. more regions.

WHAT MUST CHANGE BUILDING TRUST, BUILDING SECURITY
Accountability for every .- ‘M : ‘ ’:!é.f’.
naira and item. ! Respect human rights. ‘i
Better pay, housing, D - = —
and healthcare for troops. v Protect civilians. " a‘_-:l?' 13 ™y ; o
Merit, training, and . Sy g — : : 1/
continuous capacity 3 o “:(- 1
building. Communicate openly. Pl ik . I

Strong intelligence
reform and technology. Respond fairly and
Zero tolerance for professionally.
corruption and sabotage. ; i
Work with communities

as partners, not enemies.

Partnership and trust
with the people.

THE EVIDENCE IS CLEAR

OUR COMMITMENT

Research shows that security-sector corruption, We demand accountability. A REFORMED |
poor governance, and weak institutions MILITARY.
significantly reduce the effectiveness of We suppoit our soldiers. A UNITED NATION.
counterterrorism operations. REFORM SUPPORT | EARN PUBLIC ACHIEVE A SECURE

THE SYSTEMS | OUR TROOPS TRUST LASTING PEACE We reject corruption. NIGERIA

REFORM IS NOT =
OPTIONAL.

IT IS ESSENTIAL.

We stand with our communities.

WE EAHNUT UUTGUH A PROBLEM

THAT REQUIRES REFORMS.
| WE MUST FIX THE SYSTEM TO WIN THE WAR. |

We choose reform.
We choose peace.

A

BRAVERY IS NOT THE PROBLEM. SYSTEMS ARE.
REFORM TODAY. SECURITY TOMORROW.

o




Chapter 3:

Why Military Force

Alone Has Failed

™

Introduction

For many years, Nigeria's response to terrorism,
banditry, kidnapping, and violent crime has relied
heavily on military operations. Governments have
invested significant resources in weapons, vehicles,
aircraft, surveillance systems, and troop deployments.
Despite these efforts, insecurity continues to persist
in many parts of the country.

This reality raises an important question:

Why has military force alone not been enough to
defeat insecurity?

The answer lies in the fact that modern security
challenges are not purely military problems. Terrorism
and organized criminality are sustained by financial
networks, intelligence failures, corruption, weak
institutions, poor governance, and social conditions
that military action alone cannot address.

While military force remains essential, it must be
supported by accountability, effective intelligence,
public trust, and institutional integrity.

10 Breaking the Terror Economy

Key Issues

Overreliance on Military Solutions

Corruption in the Security Sector

Weak Intelligence Gathering and Analysis
Poor Welfare and Support for Security
Personnel

Low Morale Among Troops

Inadequate Accountability Mechanisms
Distrust Between Civilians and Security
Agencies

Poor Interagency Coordination

Political Interference in Security Operations
Delayed Justice and Weak Prosecution
Systems

Inadequate Community Engagement

Failure to Address Root Causes of Insecurity
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ANALYSIS

Military Successes Are Often Temporary

Military operations can clear terrorist camps,
recover territory, and disrupt criminal networks.
However, if the underlying causes of insecurity
remain unaddressed, new groups often emerge to
replace those that were defeated.

Without long-term stabilization efforts, military
gains may prove temporary.

Corruption Weakens Security Effectiveness
Corruption remains one of the most damaging
threats to national security.

When funds intended for equipment, logistics,
welfare, intelligence, or operations are
mismanaged or diverted, frontline personnel
suffer.

Security-sector corruption can result in:

« Inadequate equipment

» Delayed salaries or allowances

» Poor logistics support

» Weak operational readiness

» Reduced public confidence

Research in countries has linked
corruption within security institutions to reduced
effectiveness in
prevention efforts.

several

counterterrorism and crime

Weak Intelligence Systems
Successful security operations
accurate and timely intelligence.
Many attacks occur because warning signs are
missed, ignored, delayed, or poorly coordinated
among agencies.
Challenges include:

 Limited information sharing

» Inadequate intelligence technology

» Weak community reporting systems

« Insufficient analysis capabilities

» Failure to act on available information
Without effective intelligence, military operations
become reactive rather than preventive.

depend on

11 Breaking the Terror Economy

Poor Soldier Welfare
Security personnel operating in difficult and
dangerous environments require adequate
support.
Challenges affecting welfare may include:

* Delayed allowances

» Inadequate accommodation

« Limited healthcare support

« Insufficient equipment

« Long deployments away from families
When concerns are  neglected,
operational effectiveness can decline significantly.

welfare

Low Morale Among Personnel

Morale plays a critical role in military performance.
Personnel who feel unsupported, under-equipped,
or unfairly treated may experience reduced
motivation and effectiveness.

High morale encourages professionalism,
discipline, resilience, and commitment to mission
objectives.

Distrust Between Civilians and Security Agencies
Public cooperation is essential for effective
security operations.
Communities often possess valuable information
about criminal activities, suspicious movements,
and emerging threats.

However, distrust can discourage citizens from
sharing information.

Factors contributing to distrust may include:

o Fear of retaliation

« Concerns about confidentiality

» Perceived misconduct

» Historical grievances

e Lack of community engagement
Without trust, intelligence gathering becomes
significantly more difficult.
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Failure to Address Root Causes

Military operations cannot solve problems such as:
« Poverty, Unemployment

» Social exclusion

« Poor governance

o Lack of education

» Community grievances

These factors can create environments where
recruitment into criminal or extremist groups
becomes easier.

Sustainable security requires both enforcement
and development.

Recommendations

within security institutions.
expenditures.

information sharing.

technologies.

and support for personnel.

security sector.

engagement initiatives.

respect for human rights.

intelligence, and civil defense agencies.
through development programs.

empowerment opportunities.

stabilization efforts.

12 Breaking the Terror Economy

Strengthen transparency and accountability

Improve oversight of defense and security

Enhance intelligence collection, analysis, and

Invest in modern intelligence and surveillance

Improve welfare, healthcare, accommodation,

Strengthen anti-corruption measures across the

Promote community policing and civilian

Increase trust through professionalism and

Improve coordination among military, police,

Address socio-economic drivers of insecurity

Expand education, employment, and youth

Integrate military operations with governance and

Case Study:

The Convergence of
Multiple Security Threats
in Northwestern Nigeria

Counterinsurgency Challenges in Northeastern
Nigeria

Over the years, security forces have conducted
numerous operations against insurgent groups in
northeastern Nigeria. These operations have
achieved important victories, including the
recovery of territories and the disruption of
terrorist networks.

However, insurgent activities have persisted
despite these gains.

Analysts have identified several contributing
factors, including intelligence gaps, difficult terrain,
corruption concerns, recruitment by extremist
groups, socio-economic challenges, and limited
trust between some communities and security
institutions.

The experience demonstrates that military action,
while necessary, cannot by itself eliminate
complex security threats.

Long-term success requires a combination of
effective governance, intelligence, accountability,
community cooperation, economic development,
and professional security operations.

Key Lesson: Miilitary force is an essential
component of national security, but lasting peace
and stability require a whole-of-society approach

that addresses both the symptoms and the
underlying causes of insecurity
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CHAPTER 4

FOLLOWING -
THE [

TERRORISM IS NOT JUST AN IDEOLOGY.
IT IS A BUSINESS. FOLLOW THE MONEY. DISRUPT THE SYSTEM.

Ransoms, theft, drugs, illegal mining, arms deals and
corruption create a financial lifeline for terrorists.
To defeat terrorism, we must understand how the
money flows, who benefits, and how to cut it off.

THE MONEY FLOW: FROM CRIME TO TERROR

THE GOAL
Keep the flow
1. CRIMES 2. COLLECTION 3. MOVEMENT 4. STORAGE 5. UTILIZATION .
Kidnappi RS = : . _ 2 continuous.
* Kidnapping Cash is collected Money moves through Funds are hidden in Money buys weapons,
* Armed robbery through ransoms, cash couriers, mobile safe houses, buried, pays fighters, funds The more money
+ Cattle rustiing sales, levies, transfers, hawala invested in assets, operations, corrupts they make
+ lllegal mining protection payments networks, front or converted to officials and expands g
= Drug trafficking and illegal trades. businesses and banks. hard-to-trace forms. the network. the more terror
* Extortion they spread.
* Qil theft
WHO BENEFITS? ENABLERS OF THE SYSTEM
TERROR LEADERS LOCAL COLLABORATORS | CORRUPT INSIDERS | FINANCIERS & SPONSORS | CRIMINAL SYNDICATES | MONEY LAUNDERERS - L
Il Weak institutions
e
T 2 orruption & impunity
- 3 = 'ﬁ Poor regulation
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- =3 4::;;‘3? M%)  Cash-based economy
Plan operations, Provide infarmation, Security personnel, | Businessmen, political S
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control networks. and community cover. | take bribes to look networks fund and | suppliers and smugglers| money to l_ﬂ_a‘w it
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CASH
Easy, fast and
difficult to trace.

COMMON CHANNELS USED

HAWALA / INFORMAL

VALUE TRANSFER

Cross-border transfers

without records.

MOBILE MONEY
& AGENT NETWORKS
Small transfers
that avoid scrutiny.

FRONT BUSINESSES
Shops, transport,
real estate, farms,

schools, NGOs.

TRADE-BASED
MONEY LAUNDERING
Infiated invoices,
fake imports/exports.

CRYPTOCURRENCY
New and emerging
channel for maoving
and hiding funds.

= [

WARNING SIGNS
Large cash transactions
with no clear source
Peaple living beyond
their visible means
Frequent transfers to

multiple accounts
Sudden investment in
businesses or assets

FINANCIAL |
INTELLIGENCE

(6]

Collect, analtyze and
share financial
intelligence. l

TRACK RANSOM

Manitor pattems,
negotiate to buy time,

HOW TO FOLLOW AND DISRUPT THE MONEY

PAYMENTS

O’O

not to pay.

Enforce KYC, report
suspicious transactions,

inspect agents.

MONITOR & REGULATE | TARGET THE ASSETS
MONEY SERVICES

=N

Freeze bank accounts,

seize properties,

vehicles and investments.

PROSECUTE
FINANCIERS

X

Go after sponsors,

facilitators and money

launderers.

FOLLOW THE MONEY. DISRUPT THE NETWORK.

INTERNATIONAL
COOPERATION

Share intelligence,

trace cross-border
flows, extradite.

OTECT OUR N

THE BOTTOM LINE

Terrorists need money
to survive.

NO MONEY.
NO WEAPONS.
NO TERROR.

FOLLOW THE MONEY.
SAVE LIVES.




Chapter 4:

Following the Money

Introduction

One of the most effective ways to understand and
defeat terrorism, banditry, and kidnapping is to follow
the money.

Violent groups require funding to survive. They need
money to purchase weapons, recruit members,
maintain camps, bribe collaborators, move personnel,
acquire supplies, and expand their operations.
Kidnapping and ransom payments have become major
sources of funding for criminal and terrorist networks
in Nigeria. However, the individuals carrying out
attacks are often only one part of a much larger
financial ecosystem.

Behind every ransom payment may exist a network of
facilitators, negotiators, transporters, informants, arms
suppliers, money handlers, and corrupt insiders who
benefit directly or indirectly from insecurity.
Understanding how money moves through this system
is critical to dismantling the terror economy.

14 Breaking the Terror Economy

Key Issues

Ransom Payments as a Revenue Source

Financial Networks Behind  Kidnapping
Operations
Cash-Based Transactions and Informal
Transfers

Use of Mobile Transfers and Digital Payments
Cash Couriers and Middlemen

Professional Negotiators and Facilitators
Arms Procurement and Financing

Corrupt Insiders and Information Leaks
Money Laundering and Concealment

Political and Criminal Patronage Networks
Weak Financial Monitoring Systems
Challenges in Tracking Terror Financing
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ANALYSIS

The Economics of Kidnapping

Kidnapping has evolved into a profitable criminal
enterprise because it generates significant
financial returns. Once ransom payments become
common, criminal groups may view kidnapping as
a reliable source of income. Successful ransom
collections provide resources for
operations and encourage copycat crimes.
The financial incentive creates a cycle in which
crime finances additional crime.

future

How Ransom Money Moves
Ransom payments can move through several
channels.
These may include:

» Physical cash deliveries

» Informal money transfer networks
Third-party intermediaries
Mobile payment systems
Multiple layered transactions

» Hidden storage and distribution methods
Criminal groups often attempt to break large sums
into smaller amounts to make detection more
difficult. The use of multiple intermediaries can
further obscure the source and destination of
funds.

The Role of Negotiators

Negotiators sometimes emerge during kidnapping
incidents to facilitate communication between
victims' families and criminal groups.

While some negotiators may genuinely seek the
safe release of victims, others may exploit
situations for financial gain. In certain cases,
intermediaries may become recurring participants
in ransom transactions, creating opportunities for
abuse and corruption.

Arms Suppliers and Criminal Financing

Money obtained through ransom payments can be
used to acquire ammunition,
communication equipment, vehicles, fuel, and
logistics support. Arms suppliers benefit financially
when insecurity persists. As criminal groups gain
access to additional resources, their operational
capacity increases, making future attacks more
likely.

weapons,

15 Breaking the Terror Economy

Corrupt Insiders
One of the most damaging aspects of the terror
economy is the involvement of insiders who may
provide information, protection, logistical support,
or access to resources.
Potential insiders may include:

» Informants within communities
Corrupt officials
Security personnel acting unlawfully
Transportation facilitators
Financial accomplices

These actors can significantly strengthen criminal
networks by reducing operational risks.

Political and Criminal Patronage
In some environments, criminal actors may benefit
from relationships with influential individuals who

provide protection, access, influence, or
resources. Whether through direct support,
deliberate  inaction, or  corruption, such

relationships can undermine law enforcement
efforts and weaken accountability mechanisms.
Even the perception of political protection can
damage public confidence in government
institutions.

Financial Secrecy and Money Laundering
Criminal organizations often seek to disguise the
origins of illicit funds. Money may be moved
through:

» Front businesses

« Informal financial networks

* Real estate investments

« Commercial activities

« Complex transfer arrangements
These methods make it more difficult for
authorities to identify and disrupt criminal financing
structures.
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Why Following the Money Matters

Security operations often focus on arresting
offenders and recovering weapons. While these
actions are important, dismantling financial
networks can be even more effective.

When funding sources are disrupted:

* Recruitment becomes harder.

» Weapons become more difficult to obtain.

« Operational capabilities decline.

» Criminal organizations weaken over time.
Financial disruption attacks the foundation of the
terror economy itself.

Recommendations

Strengthen anti-money laundering frameworks.
Improve financial intelligence capabilities.

Enhance monitoring of suspicious financial

transactions.

Expand cooperation between security agencies

and financial institutions.

Increase oversight of high-risk cash transactions.
Develop specialized counter-terror financing

units.

Strengthen witness protection and whistleblower

programs.

Investigate financial facilitators linked to criminal

networks.
Improve digital tracking of illicit financial flows.

Enhance border controls against cash and

weapons smuggling.

Prosecute individuals who knowingly facilitate

terror financing.

Promote regional and international cooperation in

financial investigations.

16 Breaking the Terror Economy

Case Study:
Ransom Financing and
Criminal Expansion

In several kidnapping cases across Nigeria,
investigations have revealed that ransom
payments often extend beyond the immediate
perpetrators.

Funds may pass through multiple intermediaries
before reaching criminal leaders. Portions of the
proceeds may be used for weapons procurement,
recruitment, transportation, intelligence gathering,
logistics, and payments to collaborators.

As criminal groups accumulate financial resources,
they gain the ability to expand operations, increase
recruitment, and conduct larger attacks.

This pattern demonstrates that ransom payments
are not simply isolated transactions. They can
become part of a broader financial system that
sustains organized violence.

The experience highlights the importance of
combining traditional security operations with
financial investigations aimed at identifying and
disrupting the economic foundations of insecurity.

Key Lesson: Terrorism, banditry, and kidnapping
survive because they are financed. Defeating the
terror economy requires not only arresting

offenders but also tracing, disrupting, and
dismantling the financial networks that sustain
them.
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CHAPTER 5

CUTTING OFF

Terrorists need money to recruit, plan, buy weapons,
pay collaborators and spread fear. Cutting off their
financing is one of the most powerful ways to weaken

and defeat them.

OUR GOAL

®

Disrupt every stage.

SOURCES COLLECTION M.D\'EMENT STUR&GE . . s W
Ransoms, theft, drugs, Cash or valuables Money is moved through Funds are hidden in Money is used to buy .
illegal mining, donations, collected by foot cash transfers, hawala, safe houses, businesses, weapons, pay fighters, Reduce their access.
extortion, kidnapping, soldiers, middlemen mobile money, banks, assets, or moved spread propaganda and Destroy their ability
illegal businesses. or facilitators. cryptocurrency or abroad. control communities. to fund terror.
trade-based methods.

G FINANCIAL INTELLIGENCE B PROSECUTE FINANCIERS

AND MONITORING

Strengthen FiUs, collect and analyze
financial data, monitor suspicious
transactions and patterns.

TRACK AND DISRUPT
RANSOM PAYMENTS

Work with banks, mobile money
operators and communities to
trace ransom flows and block
accounts.

€ ENFORCE AML/CFT LAWS
Implement Anti-Money Laundering
and Countering the Financing of
Terrorism laws strictly. No excuses.
Mo exceptions.

@) TARGET FRONT COMPANIES
AND SHELL ENTITIES
Identify and shut down businesses
used to hide or legitimize
illicit funds.

0 FREEZE AND SEIZE ASSETS
Freeze bank accounts and seize
properties, vehicles, luxury goods
and other assets linked to
terrorism.

AND FACILITATORS

Investigate and prosecute anyone
who knowingly provides funds,
services or support to terrorists.

REGULATE HIGH-RISK
SECTORS

Tighten aversight of money service
businesses, real estate, vehicles,
precious metals, NGOs and
charities.

CONTROL CASH MOVEMENTS
AND HAWALA OPERATORS
License, monitor and regulate cash
couriers and hawala operators.
Crack down on illegal networks.

LEVERAGE TECHNOLOGY

Use data analytics, Al, blockchain
analysis and digital forensics to
identify and disrupt financial
networks.

BUILD INTERNATIONAL &
REGIONAL COOPERATION
Share intelligence, coordinate
investigations, and pursue
cross-border financial flows.

KEY ENABLERS FOR SUCCESS

& Strong political will and leadership

& Well-funded and independent institutions
@ Skilled investigators and analysts

@ Public-private partnerships

@ Community awareness and reporting

@ Strict accountability and transparency

COMMON CHALLENGES

Corruption and political interference
Poor data sharing between agencies
Cash-based economy

Weak regulation and enforcement
Use of new technologies by criminals

Intimidation, fear and silence

EXPECTED RESULT

Reduced access to money and resources
Disrupted operations and recruitment
Weakening of criminal-terror networks
Loss of confidence among financiers

Safer communities and stronger nation

FOLLOW THE MONEY. EXPOSE THE NETWORKS.

b
-_J, — P, o) I"\l\‘ {gﬁ" Ll Ik Al
| b \ i .:! | | e | ||’I'I 1 g | e

TOGETHER, WE CAN BUILD A SAFER, STRONGER NIGERIA.




Chapter 5:

Cutting Off Terrorist Financing

Introduction

One of the most effective ways to understand and
defeat terrorism, banditry, and kidnapping is to follow
the money.

Violent groups require funding to survive. They need
money to purchase weapons, recruit members,
maintain camps, bribe collaborators, move personnel,
acquire supplies, and expand their operations.
Kidnapping and ransom payments have become major
sources of funding for criminal and terrorist networks
in Nigeria. However, the individuals carrying out
attacks are often only one part of a much larger
financial ecosystem.

Behind every ransom payment may exist a network of
facilitators, negotiators, transporters, informants, arms
suppliers, money handlers, and corrupt insiders who
benefit directly or indirectly from insecurity.
Understanding how money moves through this system
is critical to dismantling the terror economy.

18 Breaking the Terror Economy

Key Issues

Ransom Payments as a Revenue Source

Financial Networks Behind  Kidnapping
Operations
Cash-Based Transactions and Informal
Transfers

Use of Mobile Transfers and Digital Payments
Cash Couriers and Middlemen

Professional Negotiators and Facilitators
Arms Procurement and Financing

Corrupt Insiders and Information Leaks
Money Laundering and Concealment

Political and Criminal Patronage Networks
Weak Financial Monitoring Systems
Challenges in Tracking Terror Financing
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ANALYSIS

The Economics of Kidnapping

Kidnapping has evolved into a profitable criminal
enterprise because it generates significant
financial returns. Once ransom payments become
common, criminal groups may view kidnapping as
a reliable source of income. Successful ransom
collections provide resources for
operations and encourage copycat crimes.
The financial incentive creates a cycle in which
crime finances additional crime.

future

How Ransom Money Moves
Ransom payments can move through several
channels.
These may include:

» Physical cash deliveries

» Informal money transfer networks
Third-party intermediaries
Mobile payment systems
Multiple layered transactions

» Hidden storage and distribution methods
Criminal groups often attempt to break large sums
into smaller amounts to make detection more
difficult. The use of multiple intermediaries can
further obscure the source and destination of
funds.

The Role of Negotiators

Negotiators sometimes emerge during kidnapping
incidents to facilitate communication between
victims' families and criminal groups.

While some negotiators may genuinely seek the
safe release of victims, others may exploit
situations for financial gain. In certain cases,
intermediaries may become recurring participants
in ransom transactions, creating opportunities for
abuse and corruption.

Arms Suppliers and Criminal Financing

Money obtained through ransom payments can be
used to acquire ammunition,
communication equipment, vehicles, fuel, and
logistics support. Arms suppliers benefit financially
when insecurity persists. As criminal groups gain
access to additional resources, their operational
capacity increases, making future attacks more
likely.

weapons,
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Corrupt Insiders
One of the most damaging aspects of the terror
economy is the involvement of insiders who may
provide information, protection, logistical support,
or access to resources.
Potential insiders may include:

» Informants within communities
Corrupt officials
Security personnel acting unlawfully
Transportation facilitators
Financial accomplices

These actors can significantly strengthen criminal
networks by reducing operational risks.

Political and Criminal Patronage
In some environments, criminal actors may benefit
from relationships with influential individuals who

provide protection, access, influence, or
resources. Whether through direct support,
deliberate  inaction, or  corruption, such

relationships can undermine law enforcement
efforts and weaken accountability mechanisms.
Even the perception of political protection can
damage public confidence in government
institutions.

Financial Secrecy and Money Laundering
Criminal organizations often seek to disguise the
origins of illicit funds. Money may be moved
through:

» Front businesses

« Informal financial networks

* Real estate investments

« Commercial activities

« Complex transfer arrangements
These methods make it more difficult for
authorities to identify and disrupt criminal financing
structures.
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Why Following the Money Matters

Security operations often focus on arresting
offenders and recovering weapons. While these
actions are important, dismantling financial
networks can be even more effective.

When funding sources are disrupted:

* Recruitment becomes harder.

» Weapons become more difficult to obtain.

« Operational capabilities decline.

» Criminal organizations weaken over time.
Financial disruption attacks the foundation of the
terror economy itself.

Recommendations

Strengthen anti-money laundering frameworks.
Improve financial intelligence capabilities.

Enhance monitoring of suspicious financial

transactions.

Expand cooperation between security agencies

and financial institutions.

Increase oversight of high-risk cash transactions.
Develop specialized counter-terror financing

units.

Strengthen witness protection and whistleblower

programs.

Investigate financial facilitators linked to criminal

networks.
Improve digital tracking of illicit financial flows.

Enhance border controls against cash and

weapons smuggling.

Prosecute individuals who knowingly facilitate

terror financing.

Promote regional and international cooperation in

financial investigations.

20 Breaking the Terror Economy

Case Study:
Ransom Financing and
Criminal Expansion

In several kidnapping cases across Nigeria,
investigations have revealed that ransom
payments often extend beyond the immediate
perpetrators.

Funds may pass through multiple intermediaries
before reaching criminal leaders. Portions of the
proceeds may be used for weapons procurement,
recruitment, transportation, intelligence gathering,
logistics, and payments to collaborators.

As criminal groups accumulate financial resources,
they gain the ability to expand operations, increase
recruitment, and conduct larger attacks.

This pattern demonstrates that ransom payments
are not simply isolated transactions. They can
become part of a broader financial system that
sustains organized violence.

The experience highlights the importance of
combining traditional security operations with
financial investigations aimed at identifying and
disrupting the economic foundations of insecurity.

Key Lesson: Terrorism, banditry, and kidnapping
survive because they are financed. Defeating the
terror economy requires not only arresting

offenders but also tracing, disrupting, and
dismantling the financial networks that sustain
them.
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CHAPTER 6

FIKING THE

(Far

STRONG FORCES. HONEST LEADERSHIP. SAFER NIGERIA.
Well-equipped weapons mean nothing without motivated,
well-trained and honest men and women.

To defeat terrorism, we must fix the people, the systems
and the culture of our security forces.

— THE PROBLEMS WE MUST FIX ——
(5]

POOR WELFARE CORRUPTION POOR TRAINING POOR EQUIPMENT | INFILTRATION & BETRAVAL WEAK LEADERSHIP &
|

ACCOUNTABILITY

Low pay, poor housing, Bribes in recruitment, Dutdated training, weak Inadequate, outdated or Enemy infiltration, informants Poor leadership, lack of
no insurance, poor medical pramations, postings. hip skills and lack of | poorly maintained equipment and collaborators inside the | discipline and no consequences
care and litthe support for procurement and operations ills 8 puts lives at risk and gives system leak intelligence and | fior failure or misconduct
families destroy morale. | undermine integrity : : sabotage operations, create a culture of impunity.

and effectiveness.

1. BETTER PAY & WELFARE | 2. TRANSPARENT RECRUITMENT 3. MDDERN TRAINING 4. EQUIP, MAINTAIN 5. ENFORCE DISCIPLINE 6. PROTECT WHISTLEBLOWERS
& PROMOTION & DEVELOPMENT & INNOVATE & PUNISH SABOTAGE & HONEST OFFICERS

™

» Pay a living way » Meril-based recruiiment. ining. * Pracure quality, fit-for-purpose » Tem tolerance for corruption, + Safe reporting channels.

+ Provide [ife ins = End bribery and favoritism Sne intelligence, equipment. cowardice and collusion.
healthcare and pe - « Clear, fair promation system. + Maintain and repair quickly. » Fast-track courts martial.

+ Build decent housing. « Regular audits, . ity engagement. » Use technology: surveill = Dismiss and prosacute

= Support families : drones, secure communications., complicit personnel.
(education, empowerment).

. 0
o . _ A PROFESSIONAL FORCE IS:

Patriotic
7. IMPROVE INTELLIGENCE | 8. STRENGTHEN LEADERSHIP | 9. IMPROVE LOGISTICS 10. BUILD TRUST WITH THE ﬂi : ; :
& COUNTER-INFILTRATION AT ALL LEVELS % SUPPORT iscipline
- i = " ol Well-trained
o 5 Well-equipped
Well-led
Accountable

Respected by the people I

* Protect those who expose

LS I S TS

+ Vel personnel thoroughly. = Promote competent, courageous | *+ Ensure food, fuel, amme, = Respect human right
e ki T leaders. uniforms and medical support. = Protect communities. THAT IS HOW WIN
s Use technology and human = Lead from the front. + Plan and defiver on time. = Work with locals A S U WE .

intefligence. + Communicate, motivate « No soldier laftin the field « Win hearts, et information, THAT IS HOW WE PROTECT NIGERIA.

| and inspire, | without support deleat terrorists.

THE RESULT WE MUST ACHIEVE ”

. FIX THE FORCES. &r=s
.. h;{r ’

N e @ e @ ek | (@, [ €

Motivated soldiers Better planning, Resources reach | Communities support Terrorists lose S ECU RE DU R NAT' U N
fight better. | intelligence and execution. the front lines. the mission. | space and power. ’

66 A NATION GETS THE SECURITY IT DESERVES FROM THE LEADERS AND SYSTEMS IT TOLERATES. .
LET US BUILD A FORCE WE CAN TRUST, AND A NIGERIA WE CAN BE PROUD OF.




Chapter 6:

Fixing the Security Forces

Introduction
No nation can successfully defeat terrorism, banditry,

kidnapping, or organized crime without capable,
motivated, and professional security forces.

Soldiers, police officers, intelligence personnel, civil
defense officers, and other security professionals are
the frontline defenders of national security. They risk
their lives daily to protect citizens, communities, and
critical infrastructure.

However, security forces can only perform effectively
they are properly equipped, adequately
supported, fairly treated, and held accountable.

In many cases, security challenges are not caused
solely by a lack of weapons or equipment. Problems
such as poor welfare, corruption, weak leadership,
low morale, delayed benefits, inadequate healthcare,
and lack of accountability can significantly reduce
operational effectiveness.

when

22 Breaking the Terror Economy

Fixing the security forces is therefore not simply a

matter of increasing budgets—it requires
comprehensive reforms that prioritize
professionalism, integrity, welfare, and
performance.
Key Issues

» Poor Welfare and Living Conditions

« Inadequate Salaries and Benefits

o Limited Insurance and Family Support

« Insufficient Medical Care for Personnel

» Housing Challenges

o Corruption in Procurement Processes

» Equipment Diversion and Sabotage

» Low Morale and Motivation

* Weak Accountability Systems

» Political Interference in Promotions

Lack of Merit-Based Career Advancement
Inadequate Protection for Whistleblowers
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ANALYSIS

The Importance of Personnel Welfare

Security personnel often operate under difficult
and dangerous conditions.

Their effectiveness depends not only on
equipment and training but also on confidence that
they and their families will be supported.
When personnel experience poor
conditions, motivation and operational
effectiveness can decline.

A professional security force must be built on a
foundation of dignity, support, and trust.

welfare

Better Pay and Benefits
Competitive compensation is essential for
attracting and retaining qualified personnel.
Adequate salaries help:

e Improve morale

» Reduce financial stress

» Encourage professionalism

» Reduce vulnerability to corruption

» Strengthen commitment to duty
While pay alone cannot eliminate misconduct, fair
compensation removes one of the common
pressures that may contribute to unethical
behavior.

Insurance and Family Protection
Security work involves significant risks.
Personnel need assurance that their families will
be protected if they are injured, disabled, or killed
in service.
Comprehensive
provide:

» Death benefits

» Disability coverage

« Family support services

» Educational assistance for dependents

» Emergency financial assistance
Such programs demonstrate national appreciation
for service and sacrifice.

insurance  programs  should

23 Breaking the Terror Economy

Housing and Accommodation
Quality housing contributes directly to morale and
readiness.
Many personnel face challenges related to
accommodation, relocation, and family stability.
Improved housing programs can:

» Enhance well-being

» Reduce stress

e Improve retention

» Strengthen organizational loyalty
Housing should be viewed as a strategic
investment in operational effectiveness.

Medical Support
Personnel serving in conflict and high-risk
environments require access to quality healthcare.
This includes:

o Emergency medical services

» Mental health support

» Trauma care

» Rehabilitation services

» Long-term treatment for service-related injuries
Healthy personnel are more capable of performing
demanding operational duties.

Transparent Procurement

Procurement corruption can undermine national
security.

When funds allocated for equipment, logistics,
infrastructure, or operations are mismanaged,
frontline personnel bear the consequences.
Transparent procurement systems should ensure:
» Competitive bidding

« Independent oversight

» Financial accountability

e Quality assurance

« Timely delivery of equipment and services
Transparency strengthens operational readiness
and public trust.
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Transparent Procurement

Procurement corruption can undermine national
security.

When funds allocated for equipment, logistics,
infrastructure, or operations are mismanaged,
frontline personnel bear the consequences.
Transparent procurement systems should ensure:
o Competitive bidding

» Independent oversight

« Financial accountability

» Quality assurance

» Timely delivery of equipment and services
Transparency strengthens operational readiness
and public trust.

Punishing Sabotage and Corruption
Acts of sabotage, intelligence leaks, equipment
diversion, collaboration with criminal groups, and
corruption can have devastating consequences.
Such actions endanger personnel, weaken
operations, and undermine public confidence.
Effective accountability requires:

» Thorough investigations

 Fair disciplinary processes

o Swift prosecution where appropriate

» Consistent enforcement of standards
A culture of accountability protects both the
institution and the public.

Protecting Whistleblowers
Personnel who report misconduct often face
significant risks.
Without protection, many individuals may remain
silent about corruption, abuse, or security
breaches.
Whistleblower protection mechanisms should:

» Guarantee confidentiality

e Prevent retaliation

» Provide secure reporting channels

» Encourage ethical conduct
Protecting whistleblowers strengthens institutional
integrity.
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Merit-Based Promotion
Promotions should be based on competence,
performance, leadership, integrity, and
professional achievement.
When promotions are perceived as unfair or
politically influenced, morale can suffer.
Merit-based systems help:

» Reward excellence

» Encourage professionalism

« Improve leadership quality

» Strengthen organizational credibility
Effective leaders are essential to successful
security operations.

Recommendations

Improve salaries and allowances for security
personnel.

Expand insurance coverage and family support
programs.

Develop modern housing initiatives for personnel.
Strengthen healthcare and mental health
services.

Reform procurement systems to improve
transparency and accountability.

Establish stronger anti-corruption mechanisms
within security institutions.

Investigate and prosecute acts of sabotage and
collusion.

Create secure whistleblower reporting systems.
Strengthen oversight bodies and internal audit
functions.

Implement transparent, merit-based promotion
frameworks.

Expand professional development and leadership
training.

Improve coordination between welfare programs
and operational planning.
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Case Study:
Professionalization and
Security Sector Reform

Several countries confronting terrorism and
organized crime have undertaken security-sector
reforms  focused on personnel welfare,
accountability, and professionalization.

These reforms included improved pay structures,
better housing, enhanced medical support,
transparent procurement systems, anti-corruption
initiatives, and merit-based promotion processes.

Over time, many institutions experienced

improvements in morale, operational
effectiveness, public confidence, and recruitment
quality.

While equipment and technology remained
important, reforms demonstrated that well-
supported and accountable personnel often
produce better security outcomes than hardware
alone.

The experience highlights the importance of
investing not only in weapons and infrastructure
but also in the people responsible for protecting
the nation.

Key Lesson: Strong security forces are built on
professionalism, integrity, accountability, and
welfare. When personnel are properly supported

and rewarded, they are better equipped to protect
the nation and resist the pressures of corruption,
sabotage, and criminal influence.

25 Breaking the Terror Economy 2026



INTELLIGENCE

| | A | ] |
— e ] ] 4 b -

L) IE = 3 i C | L

KNOW THE ENEMY. PROTECT THE PEOPLE. PREVENT THE ATTACK.

You cannot defeat what you do not understand.
Intelligence saves lives, prevents attacks,
conserves resources and gives our forces

the advantage.

1 The soldier who sees tomorrow

wins today. -
— Unknown |

INTELLIGENCE IS THE FIRST LINE OF DEFENCE

A © a &

EARLY WARNING INFORMED RESOURCE IDENTIFY
OPERATIONS EFFICIENCY ENEMIES
Accurate intelligence Focus forces and Know the enemy,
leads to precise resources where their networks, |
operations and fewer they are needed SPONSOrs, routes help build a safer than more men,
civilian casualties. most. ‘ and hideouts. nation. more guns and
| more money.

THE 7 PILLARS OF EFFECTIVE INTELLIGENCE

3. OPEN SOURCE 4. GEOSPATIAL i 5. FINANCIAL
INTELLIGENCE (OSINT) | INTELLIGENCE (GEQINT) | INTELLIGENCE (FININT)

GOLDEN RULE

o
BUILD TRUST STAY AHEAD
Right intelligence in

Detect threats early time is worth more

and prevent attacks
before they happen.

Communities that
share information

Intelligence keeps
us one step ahead
of terrorists.

6. CYBER | 7. COMMUNITY
INTELLIGENCE (CYBINT) | INTELLIGENCE {COMINT)

1. HUMAN
INTELLIGENCE (HUMINT)

2. TECHNICAL
INTELLIGENCE (TECHINT)

= Local informants + Surveillance drones + Social media monitoring | = Mapping and terrain » Track suspicious transactions | = Dark web monitoring [ o Community watch

* Online radicalization
* Cyber infiltration

» Community sources
* Interrogations

= Defector handling
* Trusted networks

* Satellite imagery

| * News and reports
+ Signal interception

* Follow ransom money
» Monitor hawala systems
* [dentify funders

= Expose networks

» Enemy movement » Local knowledge

* Online forums + Safe routes = Rumor reporting

+ Phone metadata + Public records + Hideouts and camps + Data breaches » Suspicious movement

+ CCTV and sensors + Digital footprints

! * Pattern analysis + Digital disruption | » Youth engagement

INTELLIGENCE CYCLE

©-90-0-C

1. DIRECTION 2. COLLECTION 3. PROCESSING 4. ANALYSIS
What do we Gather information Analyze and Turn data into
need to know? from all sources. correlate data. actionable

BUILDING A STRONG INTELLIGENCE SYSTEM

RECRUIT RIGHT
Select patriotic, discreet and
trustworthy personnel.

TRAIN CONSTANTLY
Invesst in intefligence tradecraft,
languages and technology.

VERIFY ALL INFORMATION
Cross-check sources and
avoid assumptions.

SHARE AND INTEGRATE
Break down silos. Share intelligence
ACTOSS agencies.

PROTECT SOURCES

Keep informants safe and
maintain their trust.

USE TECHNOLDGY WISELY
Leverage tools, but never replace
human judgment.

5. DISSEMINATION
Deliver intelligence
to the right people,

‘ intefligence. on time,

WHAT GOOD INTELLIGENCE | WHAT HAPPENS WITHOUT IT
LODKS LIKE

X Ambushes and surprise attacks

6. ACTION &
FEEDBACK
Act on intelligence
and assess results,

" Timely Objective

X Wasted resources

¥ Accurate Clear % Civilian casualties

v
v
+" Relevant +" Secure % Failed operations
~ Ethical %

+" Actionable Loss of confidence and morale

INTELLIGENCE BEFORE BULLETS.
SAFETY BEFORE GLORY.
VICTORY THROUGH WISDOM.

KEY ENABLERS FDR INTELLIEENEE SUCEESS

5o 4 imh

ay /‘}i

‘u“ a il

LEGAL & POLICY
FRAMEWORK

PATRIOTIC LEADERSHIP
Leaders wha value
intelfgence and give

it prioeity. | intelligence gathesing
and protect rights.

INTER-AGEMCY

COOPERATION

| Strong kaws that support | Police, military, D35,

| customs, imenigration
and others must work

\

COMMUNITY SECURE

PARTHERSHIP
The peoph are our
eyes and gars,
Treat them as partners,

not suspects. |

SUSTAIMED
FUNDING
Intefigence is nat free.
Fund it well, and
| fund it consistently,

COMMUNICATION
Protect information
from and

ACCOUNTABILITY
& OVERSIGHT
Maxnitor and review
to peevent abuse
and comaplion.

A SMART NATION DEFEATS
A STRONG ENEMY.



Chapter 7:

Intelligence Before Bullets

Introduction

Throughout history, the most successful security
operations have relied not only on force but on
information.

Military power can respond to threats, but intelligence
can prevent them.

Terrorists, kidnappers, bandits, and criminal networks
often depend on secrecy, surprise, and local
knowledge. They exploit gaps in information to plan
attacks, move personnel, hide resources, and evade
security forces.

This is why intelligence must come before bullets.

A nation that knows where threats are emerging, who
is involved, how attacks are being planned, and where
criminals are operating is far better positioned to
prevent violence than one that reacts only after
attacks occur.

Effective intelligence allows governments to stop
threats before lives are lost, making it one of the most
powerful tools in national security.

27 Breaking the Terror Economy

Key Issues

Weak Intelligence Gathering Systems

Limited Human Intelligence Networks

Poor Community Reporting Mechanisms
Inadequate Local Language Capabilities

Weak Information Sharing Between Agencies
Insufficient Protection for Informants

Limited Use of Technology and Data Analytics
Delayed Threat Detection

Lack of Early-Warning Systems

Distrust Between Communities and Security
Agencies

Intelligence Leaks and
Compromise

Poor Coordination Between Federal, State,
and Local Actors

Operational
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ANALYSIS

Why Intelligence Matters
Most attacks do not happen without warning.
Before kidnappings, terrorist attacks, or bandit
raids occur, there are often indicators such as:

» Suspicious movements

» Unusual financial activity

» Recruitment efforts

» Weapons procurement

» Reconnaissance activities

o Community rumors and observations
The challenge is identifying, analyzing, and acting
on this information before violence occurs.
Intelligence transforms security from a reactive
process into a preventive one.

Human Intelligence (HUMINT)

Human intelligence remains one of the most
valuable sources of information.

Technology can provide data, but people often
possess critical insights that machines cannot
detect.

Sources of human intelligence may include:

o Community members

» Traditional leaders

» Religious leaders

» Traders and transport operators

o Local security volunteers

» Trusted informants
Strong human intelligence networks help security
agencies understand local realities and emerging
threats.

Community Reporting
Communities are often the first to notice unusual
activities.

Residents may observe:

» Strange visitors

» Suspicious gatherings

» Unexplained movements

» Abandoned properties being used by criminals

» Unusual purchases or transactions
Effective reporting mechanisms
citizens to share information
confidentially.
Public participation can significantly improve threat
detection.

encourage
safely and
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Local Language Networks
Many security challenges occur in communities
where local languages are dominant.
Personnel who understand local languages and
cultural dynamics can:

o Build trust

» Gather more accurate information

» Detect emerging threats

« Improve communication during operations
Language capability
intelligence asset.

is therefore a strategic

Technology and Intelligence Collection
Modern technology can enhance intelligence
gathering and analysis.
Useful tools may include:

» Surveillance systems

» Geographic information systems (GIS)
Data analytics platforms

o Communications monitoring tools

« Drone technology

« Digital reporting systems
Technology increases the speed and scale of
intelligence collection but should complement—
not replace—human intelligence.

Data Sharing and Coordination
One of the most common weaknesses in security
operations is poor information sharing.
Important intelligence may exist within one agency
but fail to reach another agency capable of acting
upon it.
Effective security requires:

« Shared databases

« Joint intelligence centers

e« Common reporting frameworks

* Real-time information exchange
Better coordination improves
effectiveness and reduces duplication.

operational
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Informant Protection
Informants often take significant personal risks.
Without protection, individuals may be unwilling to
provide critical information.
Effective protection measures may include:

» Confidential reporting systems

« Identity protection

» Relocation support when necessary

» Legal safeguards

» Secure communication channels
Protecting informants strengthens intelligence
networks and encourages cooperation.

Early-Warning Systems

An early-warning system identifies indicators of
emerging threats before violence occurs.

Such systems may combine:

e Community reports

« Intelligence assessments

» Security incident data

« Technology-based monitoring

» Social and economic indicators

The goal is to provide decision-makers with
sufficient time to intervene before situations
escalate.

Building Trust
Intelligence depends on trust.
Citizens are more likely to cooperate when they
believe:

» Information will be handled responsibly

« Their identities will be protected

o Authorities will act professionally

» Reports will produce meaningful action
Trust is therefore one of the most important
components of an effective intelligence system.

Key Lesson: The most effective security operation
is the one that prevents an attack before it
happens. Intelligence, community cooperation, and

early warning systems provide the information
necessary to stop threats before bullets are fired.

29 Breaking the Terror Economy

Recommendations

Expand human intelligence networks nationwide.
Strengthen community-based
mechanisms.

reporting

Develop local-language intelligence capabilities.
Improve intelligence training across all security
agencies.

Establish integrated intelligence fusion centers.
Strengthen interagency information sharing.
Invest in modern surveillance and data analytics
technologies.

Create secure and
platforms.

Enhance protection programs for informants and

anonymous reporting

witnesses.

Develop national and regional early-warning
systems.
Improve
community leaders.
Promote trust

transparency, and accountability.

collaboration with traditional and

through professionalism,

Case Study:
Community Intelligence
and Attack Prevention

regions affected by insecurity,
communities have successfully provided information
that helped security agencies prevent attacks,
locate criminal hideouts, and disrupt kidnapping
operations. In many cases, local residents observed
suspicious movements, unfamiliar individuals,
unusual gatherings, or emerging threats long before
authorities became aware of them.

When trusted reporting channels existed and
information was acted upon quickly, security forces
were able to intervene before violence occurred.
These experiences demonstrate that intelligence is
often most effective when  communities,
technology, and security agencies work together.
The combination of local knowledge, professional
analysis, and timely action can prevent attacks that
military force alone might only respond to after the
fact.

In several
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CHAPTER 8:

BORDER SECURITY
BORDER >,

2 = TV
N b IPERALN

TERRORISTS DON'T RESPECT BORDERS.
NEITHER SHOULD OUR RESPONSE.
Porous borders, weak coordination and lack of trust

allow terrorists to move freely, hide, regroup
and launch attacks.

Stronger borders. Deeper cooperation. e
A safer Nigeria. '

BORDER PATROLS
Increase joint and coordinated
patrols along land, river

SURVEILLANCE & TECHNOLOGY
Use drones, sensors, CCTV,
satellite imagery and other

madem technology to and lake borders. |
monitor borders 24/7. ‘

PHYSICAL SECURITY
Build and maintain border
infrastructure: roads, fences,
gates, watchtowers,
and checkpoints.

" OUR BORDERS. OUR RESPONSIBILITY. OUR SECURITY. |-

THE REALITY OUR GOAL
([
N ol

R my H &

N i \\ﬁ- /,-'

Tervorists exploit ~ Arms, drugs, and ~ Weak coordination  Communities near Secure our bnnl:lers,

porous borders to  illicit goods flow  bebween countries  borders live in fear strenglhen_ regional
escape, regroup and  easily across creates sale havens  and suffer the cooperation and

launch attacks. unmonitored routes.  for criminals. CONSAQUENCES. deny terrorists

safe haven.

STRENGTHENING OUR BORDERS

| RIVER & LAKE SECURITY
Secure waterways with

marine units, patrol boats
and water surveillance.

NIGERIA
.| BORDER |

THE BENEFITS

[1-1] f f
) |
b e
Safer Stronger Better relations A stronger,
communities economies with neighbors ~ more secure
Migeria

SMART CHECKPOINTS TRAINED PERSDHNEL
Equip and train border
guards with the right skills,

tools and motivation.

! Use intelligence-driven
| screening to detect threats
‘ and illegal movements.

REGIONAL COOPERATION: WE ARE STRONGER TOGETHER

INTELLIGENCE SHARING
Share timely and accurate
information on terrorist

movements and netwarks.

COMMUNICATION
Establish real-time
communication betweaen
border agencies.

EXTRADITION & LEGAL SUPPORT
Ensure terrorists and criminals
are amested, extradited and
prosecuted.

iR

OUR NEIGHBORS.
OUR PARTNERS.
OUR FUTURE.

JOINT OPERATIONS
Conduct joint military and
police operations along
border corridors.

. NIGER
HARMONIZED POLICIES
Develop common standards r.l] CHAD
for border management,
immigration and frade. CAMEROON

! BENIN

REGIONAL PLATFORMS AND ALL OUR
Strengthen ECOWAS, MNITF PARTNERS

and other regional frameworks

When we work together,
for lasting solutions.

terrorists have nowhere to run
and no place to hide.

THE CHALLENGES

‘_‘_"}5 Porous and unmarked borders Political will and commitment

& Smuggling and corruption Adequate funding and resources
A, Lack of trust and coordination Build trust and transparency

Invest in infrastructure and technology
Community engagement

Continuous review and adaptation

£, Different laws and procedures

£ Poor infrastructure

A\ Limited resources

THE RI]LE I]I-' B[IR[]ER COMMUNITIES

They know the terrain
They see what others don't
They are our eyes and ears
Involve them. Trust them.
Protect them.

TOGETHER, WE KEEP
OUR BORDERS SAFE.

" SECURE OUR BORDERS.  STRENGTHEN REGIONAL COOPERATION.

BUILD A SAFER NIGERIA.

A SECURE NIGERIA BEGINS
AT OUR BORDERS.
TOGETHER, WE CAN.




Chapter 8:

Border Security and Regional

Cooperation

Introduction
Nigeria's security challenges do not exist in isolation.

Terrorism, banditry, kidnapping, arms trafficking,
human trafficking, drug smuggling, and organized
crime frequently cross national boundaries.

Armed groups exploit porous borders, weak border
controls, ungoverned spaces, and instability in
neighboring countries to move fighters, weapons,
funds, and supplies. As a result, insecurity in one
country can quickly affect the security of another.
Nigeria shares extensive land and maritime borders
with neighboring states and occupies a strategic
position within West and Central Africa. This
geographic reality means that Nigeria cannot
effectively defeat terrorism and transnational crime
alone.

Success requires strong border security, regional
cooperation, intelligence sharing, joint operations, and
coordinated diplomatic efforts.

The fight against the terror economy must therefore
be both a national and regional undertaking.

31 Breaking the Terror Economy

Key Issues

Porous Land Borders

Cross-Border Movement of Armed Groups
Illegal Arms Trafficking

Human Trafficking and Smuggling Networks
Weak Border Surveillance Infrastructure
Limited Cross-Border Intelligence Sharing
Regional Terrorist and Criminal Networks
Instability Across the Sahel Region
Insufficient Joint Security Operations

Weak Immigration and Customs Controls
Limited Technological Monitoring Capabilities
Challenges in Regional Coordination
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ANALYSIS

The Border Security Challenge

Nigeria shares borders with neighboring countries
including Niger, Chad, Cameroon, and Benin.

Large sections of these borders pass through
remote terrain, forests, deserts, rivers, and
sparsely populated areas that are difficult to
monitor effectively.

These conditions create opportunities for criminal
and terrorist groups to move across borders with
limited detection.

Cross-Border Terrorist Networks
Many extremist and criminal organizations operate
across multiple countries.
Groups may:

e Recruit in one country

« Train in another

» Conduct attacks elsewhere

* Move weapons through multiple jurisdictions

» Seek refuge across borders after attacks
This mobility complicates security operations and
highlights the need for regional cooperation.

Arms Trafficking

Illegal weapons are a major driver of insecurity
across the region.

Weapons often move through transnational
trafficking routes that connect conflict zones,
criminal organizations, and extremist groups.

The availability of illicit firearms enables:

» Terrorist attacks

Banditry

« Kidnapping operations

» Communal violence

» Organized crime

Reducing arms trafficking requires coordinated
action among neighboring countries.

32 Breaking the Terror Economy

The Impact of Sahel Instability

The wider Sahel region has experienced
significant security challenges, including terrorism,
insurgencies, political instability, and organized
crime.

Instability in parts of the region can create
opportunities for armed groups to:

» Establish safe havens

« Recruit fighters

* Access weapons

« Develop smuggling routes

« Expand criminal activities

Because threats often move across borders,
regional instability can directly affect Nigeria's
security environment.

Intelligence Sharing

One country's intelligence may help prevent an
attack in another.

Timely intelligence sharing can provide information
about:

o Suspected terrorists

« Arms trafficking networks

» Financial facilitators

» Cross-border movements

« Planned attacks

Without effective information sharing, criminal
groups can exploit gaps between national security
systems.

Joint Security Operations
Regional cooperation becomes most effective
when countries coordinate operational responses.
Joint initiatives may include:

« Border patrols

« Intelligence fusion centers

» Coordinated investigations

» Joint military operations

» Maritime security cooperation
These efforts reduce opportunities for criminals to
exploit national boundaries.
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Technology and Border Management
Modern border security increasingly relies on
technology.
Potential tools include:

» Surveillance systems

» Drones

« Biometric identification
Integrated border databases
Satellite monitoring

« Automated information-sharing platforms
Technology improves detection capabilities while
enhancing coordination among agencies.

Diplomacy and Regional Security

Security cooperation requires strong diplomatic
relationships.

Regional organizations and bilateral partnerships
can help countries:

o Coordinate policies

* Resolve disputes

» Share intelligence

o Develop common security strategies

» Mobilize resources for collective action
Diplomacy remains an essential component of
sustainable regional security.

Key Lesson: Terrorists, traffickers, and criminal
networks do not respect national borders. Nigeria's
long-term security depends on strong border

management, regional partnerships, intelligence

sharing, and sustained cooperation with
neighboring countries and the wider Sahel region.

33 Breaking the Terror Economy

Recommendations

Strengthen border

infrastructure.

physical security
Expand surveillance and monitoring technologies.
Improve immigration and customs screening
systems.

Enhance intelligence sharing with neighboring
countries.

Develop integrated regional databases for high-
risk individuals.

Increase joint border patrols and coordinated
operations.

Strengthen efforts to combat arms trafficking.
Improve regional counterterrorism cooperation.
Expand training and capacity-building programs
for border personnel.

Promote stronger diplomatic engagement on
security matters.

Develop regional early-warning systems for
emerging threats.

Support long-term stabilization initiatives across
the Sahel region.

Case Study:
Multinational Cooperation

Against Cross-Border
Threats

Security challenges in the Lake Chad Basin
demonstrated the importance of regional
cooperation.

Terrorist groups operating in border regions

exploited difficult terrain and jurisdictional
boundaries to evade national security forces.

In response, neighboring countries increased
cooperation through intelligence sharing,
coordinated operations, and joint security initiatives.
While challenges remained, collaborative efforts
improved the ability of participating countries to
track movements, disrupt operations, and reduce
the freedom of action enjoyed by armed groups.
The experience highlighted a fundamental reality:
transnational threats require transnational solutions.
No single country can effectively address regional
insecurity alone.

2026
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MMUNITY DEFENSE £
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STRONG COMMUNITIES. LAWFUL ACTION. LASTING PEACE. Lﬁ@) W—-
Communities are the first line of defense. el :
But defense must not become disorder. i ?
We must protect ourselves—uwithin the law,
with discipline, accountability and respect 7 i o -
for human rights. - S y AN
e THE PRINCIPLE: EIEFEEQB. DON'T DESCEND. - THE BAI.ANCE WE MUST KEEP

. . . . [ ]
Community defense is not about taking the law into your hands. 2 = 4 p
It is about working with the law to keep your community safe. VIGILANT

| « Prevention /‘\ / \ = Mob justice
@‘ | « Early reporting —_ S L+ Attacks on suspects
| « Community watch ‘ | « Extortion

= Intelligence sharing * Revenge
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Protect lives, Work with security Operate within the Every action must agencies - + Human rights abuse
property and agencies, not Constitution and | be transparent and N h E
our way of life. against them. the law. answerable. Choose vigilance. Reject violence.

1. DRGANIZE LEGALLY 2. WORK WITH AUTHORITIES 3. KNOW YOUR COMMUNITY 4. COMMUNICATE FAST 5. TRAIN AND PREPARE 6. PATROL WITH PURPOSE
Form community security Collaborate with police, Know your people, your terrain | Use community alert systems, Train on first aid, conflict Conduct tawful, intelligence-
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GUIDING RULES FOR COMMUNITY DEFENDERS

RESPECT HUMAN RIGHTS NG TO MDB JUSTICE BE PROFESSIONAL Our Families
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Every person has dignity.
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TOGETHER, WE CAN SECURE NIGERIA.




Chapter 9:

Community Defense Without

Lawlessnhess

Introduction

Security is most effective when it is a shared
responsibility between government institutions and
the communities they serve.

Citizens are often the first to notice suspicious
activities, unfamiliar individuals, emerging threats, or
signs of criminal activity. Their knowledge of local
environments, people, and patterns of behavior makes
them valuable partners in preventing insecurity.
However, community involvement in security must be
carefully managed.

History has shown that when community defense
efforts operate without proper oversight, training,
accountability, or legal frameworks, they can evolve
into vigilante groups, criminal gangs, political
enforcers, or ethnic militias that create new security
problems.

The challenge is therefore to build strong community
participation in security while ensuring that the rule of
law remains intact.

Communities should support security agencies—not
replace them.

35 Breaking the Terror Economy

Key Issues

Weak Community-Security Relationships

Fear of Reporting Criminal Activity

Lack of Trusted Reporting Channels

Growth of Vigilante and Militia Groups

Ethnic and Religious Tensions

Poor Intelligence Flow from Communities

Lack of Community-Based Early Warning
Systems

Inadequate Legal Frameworks for Community
Security Initiatives

Risk of Human Rights Violations

Political Manipulation of Community Defense
Groups

Limited Trust in Security Institutions
Community Fear of Retaliation
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ANALYSIS

The Value of Community Participation
Security agencies cannot be present everywhere
at all times.
Communities possess valuable information about:
» Suspicious movements
» Unusual gatherings
Criminal hideouts
» Emerging threats
o Local disputes
» New arrivals with questionable intentions
When properly shared, such information can help
prevent attacks and improve public safety.
Community participation strengthens prevention
rather than simply responding after incidents
occur.

Reporting Suspicious Activity
One of the most important contributions
communities can make is timely reporting.
Effective reporting may include information about:

» Planned attacks

» Kidnapping threats

» Weapons movements

e Criminal recruitment

» Suspicious financial activity

» Unknown individuals conducting surveillance
Reliable reporting systems increase the ability of
security agencies to act before violence occurs.

Vigilance and Situational Awareness
Community vigilance involves paying attention to
activities within neighborhoods and public spaces
without engaging in unlawful enforcement actions.
Citizens can contribute by:

» Knowing their environment

» Observing unusual activity

» Reporting concerns promptly

o Participating in  community

programs

Vigilance helps create environments where
criminals find it harder to operate unnoticed.

awareness

36 Breaking the Terror Economy

Local Mapping and Risk Identification
Communities often understand local vulnerabilities
better than external actors.
Local mapping can identify:

» Crime hotspots

« Abandoned buildings

« Vulnerable infrastructure

« High-risk routes

« Areas prone to criminal activity
Such information can assist security agencies in
allocating resources more effectively.
Building Trust Between Communities and
Security Agencies
Trust is the foundation of effective community
security.
Citizens are more likely to cooperate when they
believe:

» Reports will be treated confidentially

« Information will be acted upon

« Security personnel will behave professionally

« Their safety will be protected
Without trust, valuable intelligence often remains
unreported.

The Dangers of Uncontrolled Militias
When communities lose confidence in formal
security institutions, there may be pressure to
create self-defense groups.
While some groups emerge from legitimate
security concerns, lack of oversight can create
serious risks.
Uncontrolled militias may:

* Abuse power

« Engage in extortion

» Escalate conflicts

» Target innocent individuals

* Become politically manipulated

» Develop criminal interests
Over time, groups created to provide security can
themselves become security threats.
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The Importance of Legal Oversight
Any community-based security initiative should
operate within the law.
Clear legal frameworks help ensure:

» Accountability

e Respect for human rights

» Proper coordination with security agencies

» Defined responsibilities

» Effective supervision
Community defense must complement lawful
security structures rather than compete with them.

Protecting Human Rights

Security efforts that violate human rights often
create new grievances and undermine public
confidence.

Community participation should promote:

» Fair treatment

o Due process

» Respect for diversity

» Protection of vulnerable groups

» Non-discrimination
The objective is
lawlessness.

safer communities—not

Key Lesson: Effective community defense is built
on vigilance, trust, reporting, and partnership with
lawful authorities. Communities become safer

when citizens help security agencies prevent
crime—not when they create uncontrolled armed
groups outside the rule of law.
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Recommendations

Establish
channels.
Strengthen community policing initiatives.
Improve relationships between security agencies
and local communities.
Develop community-based
systems.

Encourage neighborhood vigilance programs
under legal supervision.

Create secure mechanisms for anonymous
reporting.

Strengthen witness and informant protection
programs.

Provide civic education on lawful community
participation in security.

Prevent political manipulation of community
security groups.

Ensure clear legal frameworks for community
defense initiatives.

Strengthen  oversight and
mechanisms.

trusted and accessible reporting

early-warning

accountability

Case Study:
Community Reporting and
Crime Prevention

In several Nigerian communities, local residents
have helped prevent criminal activities by reporting
suspicious movements, identifying unfamiliar
individuals linked to criminal networks, and providing
information about potential threats.

Where strong relationships existed between
communities and security agencies, information
often led to preventive action before attacks
occurred.

In contrast, areas where trust was weak frequently
experienced lower levels of reporting, allowing
criminal groups greater freedom to operate.

These experiences demonstrate that communities
can play a critical role in security without forming
armed militias or taking the law into their own hands.
The most models emphasized
cooperation, information sharing, accountability, and
respect for legal authority.

successful
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CHAPTER 10:

THE ROLE OF
TRADITIONAL, RELIGIO

- E

AND LOCAL LEADERS

LEADERSHIP IS INFLUENCE. INFLUENCE BUILDS PEACE.

Traditional, religious, and local leaders are the bridge
between the people and the state.

Your leadership can prevent violence, build trust,
and restore hope.

WHO YOU ARE. WHAT YOU REPRESENT. | WHY YOUR ROLE MATTERS-

TRADITIONAL RELIGIOUS LOCAL ¢ Tou shapp NG Snd hebiwior |
LEADERS : LEADERS LEADERS +" You can calm tensions and stop violence.

Custodians of culture, Guides of faith and Closest to the people. " You build trust between communities and security forces.
customs and community conscience. You teach You understand local o
values. You command morality, compassion realities and drive
respect and protect and the value of every solutions that work
social order. human fife. at the grassroots.

|
You help identify risks early and promote peaceful |
resolution.

/" You mobilize communities for development and resilience.
«" You are key partners in securing Nigeria.

WHAT YOU CAN DO TO MAKE A DIFFERENCE

PROMOTE PEACEFUL SUPPORT EARLY WARNING REJECT VIOLENCE AND PARTHER WITH MOBILIZE FOR COMMUNITY
COEXISTENCE AND DIALOGUE CRIMINALITY SECURITY AGENCIES RESILIENCE

+ Denounce terrorism, banditry, » Share information that can help

= Preach and practice tolerance. * Listen to the people. : e
TACLENCIPIECICE o ik i kidnapping and cultism. prevent attacks.

» Promote education, skills

+ Discourage hate speach, violence + |dentify and report signs of and youth engagement.

i 2 + Refuse to provide shelter, + Build trust and understanding
and revenge. tension or threats early. :

o : ; *« Encourage community vigilance
support or legitimacy to criminals. with security personnel. 8 g

and mutual support.

+ Celebrate our diversity as * Facilitate dialogue to resalve
a strength. disputes.

» Encourage surrender and » Support cormmunity policing

i » Work together to improve our
rehabilitation. and local security initiatives,

communities.

PR!NEIPL_ES THAT GUIDE US | 66

When leaders lead with
b Rl wisdom and unity LISTENS
INTEGRITY — Be honest, fair and consistent. g : e
O our communities Hear the peaple before you act.
become stronger. LEADS BY EXAMPLE
When communities Live the values you teach.

_ are strong, SPEAKS TRUTH
ngﬂf ia is stro nger. Speak against wrong. even when it’s hard.

JUSTICE ~ Treat everyone equally.

COMPASSION — Care for the vulnerable.

ACCOUNTABILITY - Be transparent / BUILDS UNITY
and answerable. | / Unite, don't divide.

SERVICE — Put the community first. . A LEAVES A LEGACY
| 1 Live today for a better tomarrow.

TOGETHER, WE CAN

[ ] —

{i{ y’r I&ﬁ e STRONG LEADERSHIP.

k J STRONG COMMUNITIES.

Prevent violence Protect our Promote peace Build safer Secure the future A SECURE NIGERIA.
people and unity communities of our children o

LEAD TOGETHER. SERVE TOGETHER. SECURE NIGERIA TOGETHER.
| One people. One purpose. One Nigeria.




Chapter 10:
The Role of Traditional,
Religious, and Local Leaders

=
V)

Introduction Key Issues

Security is not achieved through military and « Community Trust and Social Influence

W SRRIE L S Ces USRS - 5 Identifying Suspicious or Unfamiliar Activities

eace also depends on the influence of ; ] , :
i P ¢ Countering Violent Extremist Narratives

trusted community leaders who shape public
. . » Resolving Local Disputes
attitudes, resolve disputes, and promote

snaial soliaiian » Encouraging Community Reporting

¢ Promoting Interfaith and Interethnic Harmony

Traditional rulers, religious leaders, community * Preventing Youth Radicalization
elders, youth leaders, women’s leaders, and « Exposing Criminal Collaborators
other respected local figures often possess

¢ Supporting Reintegration and Peacebuilding

deep knowledge of their communities. _ _
¢ Strengthening Government-Community

They are uniquely positioned to help prevent Relationships

violence, strengthen community resilience, ¢ Combating Misinformation and Rumors

counter harmful narratives, and encourage e Maintaining Neutrality and Public Confidence

cooperation with lawful authorities.
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ANALYSIS

Trusted Voices Within Communities

Traditional and religious leaders often enjoy levels
of public trust that government institutions may
not always possess.

Their influence enables them to:

» Encourage peaceful behavior

* Promote respect for the law

= Discourage criminal activity

« Strengthen community cooperation

+ Foster dialogue during periods of tension
When trusted leaders support security initiatives,

communities are often mare willing to participate.

Identifying Suspicious Activities

Community leaders frequently have a strong

understanding of local populations and daily

activities.

Without encouraging profiling or discrimination,

they may be well placed to notice:

» Unusual movements

» Abandoned buildings being occupied
unexpectedly

» Suspicious gatherings

» [ndividuals attempting to recruit young people
into criminal groups

+ Activities inconsistent with normal
community life

Prompt reporting of legitimate concerns to the

appropriate authorities can improve early threat

detection.

Countering Extremist Messaging
Violent extremist groups often rely on propaganda,
misinformation, and distorted ideological narratives
to recruit supporters.

Religious and community leaders can play an
important role by:

+ Promoting messages of peace and coexistence

+ Correcting misinformation

» Encouraging critical thinking

» Reinforcing lawful and ethical values

« Providing guidance to vulnerable individuals
Their credibility allows them to challenge narratives
that seek to justify violence.
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Resolving Local Disputes

Many serious security problems begin as unresolved
local conflicts.

Disputes over land, resources, family matters, or
community disagreements can escalate if Lleft
unresolved.

Traditional mediation mechanisms can help:

+ Reduce tensions

» Encourage dialogue

« Promote reconciliation

» Prevent violence

« Strengthen social cohesion

Early conflict resolution contributes to long-term
stability.

Encouraging Community Cooperation
Citizens are more likely to share information when
encouraged by trusted local figures.
Community leaders can help:
» Build confidence in lawful reporting channels
« Encourage peaceful engagement with
authorities
» Reduce fear and misinformation
* Promote collective responsibility for
community safety
This strengthens intelligence gathering while
preserving public trust.

Preventing Youth Radicalization
Young people facing unemployment, social
exclusion, or limited opportunities may be
vulnerable to recruitment.

Leaders can assist by:

+ Mentoring young people

* Promoting education and skills development

» Encouraging civic responsibility

» Supporting positive community programs

+ |dentifying individuals who may need guidance

Exposing Criminal Collaborators

Criminal networks sometimes rely on local
collaborators who provide information, logistics, or
other forms of assistance.

Community leaders can encourage lawful reporting
of suspected criminal activity while emphasizing
that allegations should be investigated by the
appropriate authorities.

Respect for due process protects innocent
individuals and strengthens confidence in the
justice system.
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RECOMMENDATIONS

Strengthen partnerships between security
agencies and community leaders.

Establish regular security dialogue forums at
the local level.

Provide training on conflict resolution and
early warning.

Support community awareness campaigns
against violent extremism.

Encourage interfaith and intercommunity

cooperation.

Develop safe channels for reporting security
concerns.

Promote youth mentorship and community
development initiatives.

Encourage lawful mediation of local disputes.

Protect community leaders who assist
security efforts.

Strengthen civic education on peacebuilding
and national unity.

Promote transparency and accountability in
community engagement.

Recognize and support leaders who
contribute to peaceful conflict prevention.
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CASE STUDY

Across different parts of Nigeria, traditional rulers,
religious leaders, and respected community figures
have helped reduce tensions by mediating disputes,
encouraging dialogue, and promoting peaceful

coexistence.

In several instances, trusted leaders have encouraged
residents to report suspicious activities through lawful
channels, supported reconciliation between conflicting
groups, and discouraged the spread of misinformation

that could have fueled violence.

These efforts have shown that communities are often
more resilient when respected local leaders work
closely with security agencies while maintaining public

trust and neutrality.

The experience demonstrates that preventing insecurity
is not solely the responsibility of government
institutions. It also depends on trusted individuals who
can unite communities, resolve conflicts, and encourage

cooperation before violence escalates.

~ ' , Keylesson:

= O' Traditional, religious, and local leaders are
, b
= powerful partners in national security. By

promoting peace, encouraging lawful reporting,

resolving disputes, countering extremist
o

messaging, and strengthening community
trust, they help create conditions in which
terrorism and organized crime find it more
difficult to thrive.
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Chapter 11:

Introduction

The primary responsibility of every government
is to protect the lives, livelihoods, and property
of its citizens. For millions of Nigerians, daily life
revolves around four critical environments—
schools, villages, roads, and farms. These are
where children learn, families live, people travel,
and food is produced.

Unfortunately, these locations have increasingly
become targets for kidnappers, terrorists, bandits,
and other criminal groups. Attacks on schools
disrupt education, assaults on villages displace
communities, insecurity on highways threatens
commerce and mobility, while violence against
farmers undermines food production and national
economic stability.

Protecting these critical spaces requires more
than occasional security deployments. It demands
a comprehensive strategy that combines
prevention, community participation, rapid
response, modern technology, and effective
coordination among security agencies.

A secure nation is built when citizens can learn,
work, travel, and farm without fear.

43 Breaking the Terror Economy

Protecting Schools, Villages,
Roads, and Farms

Key Issues

Attacks on Schools and Educational Institutions
Village Raids and Community Displacement
Highway Kidnappings and Armed Robbery
Insecurity Affecting Agricultural Communities
Weak Emergency Communication Systems
Delayed Security Response

Limited Rural Security Presence

Poor Protection of Critical Infrastructure

Inadequate Surveillance Along Major
Transport Routes

Fear and Economic Disruption
Weak Community Preparedness

Insufficient Coordination Among
Security Agencies
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ANALYSIS

Protecting Schools

Schools should always remain places of learning,
not fear.

Attacks on educational institutions can result in:
* Loss of lives

+ Student abductions

* School closures

+ Psychological trauma

* Increased school dropout rates

+ Reduced educational opportunities

A comprehensive safe-school system should include:
» Security risk assessments

= Emergency response plans

» Staff and student safety training

* Secure perimeter protection

* Reliable communication with security agencies
* Regular emergency drills

Protecting education is an investment in
national stability.

Securing Villages

Many rural communities face recurring attacks
because of their remote locations and limited
access to security services.

Effective village protection requires:

« Community-based early warning systems

« Strong communication with security agencies
* Regular security patrols

* Protection of vulnerable entry routes

s Local emergency response planning

*« Community awareness programs

Preventing attacks is more effective than
responding after violence has occurred.

Road and Transport Security

Safe transportation is essential for economic
growth, emergency services, education, and
national unity.

Highway insecurity affects:

» Passenger travel

« Commercial transportation

s Supply chains

* Tourism

« Emergency response
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Improving road security may involve:

» Increased patrols along high-risk routes

« Surveillance technologies

» Emergency call systems

» Rapid response teams

*» Intelligence-led deployment

« Improved lighting and infrastructure where
appropriate

Secure transportation strengthens both public

safety and economic activity.

Protecting Farmers and Agricultural Communities
Agriculture remains a major source of employment
and food production in Nigeria.

When farmers cannot safely access their land,

the consequences include:

= Reduced food production

« Rising food prices

+ Economic hardship

« Rural displacement

* Increased poverty

Protecting farming communities requires:
= Security patrols in agricultural areas
« Early warning mechanisms

« Safe access to farmland

« Community-security cooperation

+ Rapid reporting systems

Food security and national security are closely
linked.

Emergency Communication Systems

Rapid communication saves lives.
Communities should have reliable methods of
contacting emergency services during security
incidents.

Effective systems may include:

« Emergency telephone numbers

* Radio communication networks

* Community alert systems

+ Mobile emergency applications

s Local coordination centers

Communication should be fast, reliable, and
accessible,
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RECOMMENDATIONS

Expand the Safe Schools Initiative nationwide.

Increase security patrols in vulnerable
rural communities.

Strengthen protection along major highways
and transport corridors.

Develop community-based emergency

communication networks.

Improve rapid response capabilities through

better logistics and coordination.

Deploy modern surveillance technologies in

high-risk areas.

Enhance intelligence gathering in rural and
agricultural communities.

Improve protection for farmers during

planting and harvesting seasons.

Conduct regular emergency preparedness

exercises in schools and communities.

Strengthen cooperation between local

communities and security agencies.

Improve road infrastructure and emergency

access routes.

Establish regional coordination centers for
rapid incident response.
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CASE STUDY

SAFERROADS | .8
STRONGER COMMUNITES

BETTER NIGERIA

In several parts of Nigeria, communities have reduced
the impact of insecurity by combining local vigilance,
timely reporting, and closer cooperation with security

agencies.

Schools developed emergency procedures, community
members established communication networks to
report suspicious activities, and security agencies

increased patrols in identified high-risk areas.

Where early warning systems functioned effectively,
authorities were better positioned to respond before
attacks escalated or to intervene more quickly when

incidents occurred.

Although challenges remain, these experiences
demonstrate that protecting communities requires
more than physical security alone. It depends on
preparedness, communication, trust, and coordinated

action between citizens and government institutions.

Key Lesson:

Protecting schools, villages, roads, and farms
is essential to national stability. A combination
of community vigilance, intelligence-led
policing, re
rapid response, and strong partnerships
between citizens and security agencies
provides the best foundation for safeguarding
lives, livelihoods, and critical infrastructure.

ble emergency communication,
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CHAPTER 12:

THE POLITICAL EG[INI]MY =
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IT THRIVES WHERE THERE IS POVERTY, INJUSTICE,z oppoRTUNITY % .
CORRUPTION, AND HOPELESSNESS. DEVELOPMENT | AR ke
To defeat terrorism, we must build a political PEACE 1eel B
and economic system that delivers security, —

justice, and opportunity for all.
A just and prosperous Nigeria is the
strongest weapon against terror.
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GRIEVANCES INEQUALITY

Injustice, exclusion,
and abuse create
resentment and

Poverty and lack of
opportunity make
temorist groups
appear attractive.

recruitrmeant.

~ HOW TERRORISTS EXPLOIT THE SYSTEM

Exploit corruption
to secure protection, contracts,
and resources.

Control or tax illegal economies

such as mining, logging, kidnapping,

and smuggling.

Use stolen resources
to fund operations and buy loyalty.

Manipulate politics and identities
to divide communities and weaken
national unity.

Offer “atternative governance”

where the state is absent or distrusted.

[ FOLLOW THE INCENTIVES, DISRUPT THE SYSTEMS ||

O

REFORM
INSTITUTIONS

0 0

REDUCE DISRUPT
DEMAND FOR ILLICIT FLOWS
VIOLENCE
Address grievances
and improve
Ivelihoods.

Cut off illegal
economies and
terrorist funding.

m l
We will pavern We will create

with fairness opportunities
and empathy. for all.

CORRUPTION
Corruption weakens
institutions and aliows

terrorists to aperate
and finance freely.

Strengthen rube of law,
Justice systems, and
pubdic administration.

OUR COMMITMENT: A JUST,

515 I

We will uphold
justice without
fear or favor.

®O 0 ©

WEAK GOVERNANCE ILLEGAL ECONOMIES

Where the state is absent
or ineffective, temrorists
fill the vacuum with fear
and false promises.

Hllicit trade, smuggling,

UNDERSTANDING THE POLITICAL ECONOMY OF TERRURISM

AWEAK STATE CREATES SPACE FOR TERROR.
A STRONG STATE CREATES HOPE FOR THE PEOPLE.
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JUSTICE OPPORTUNITY ACCOUNTABILITY PEACE

Good governance is not just a principle—
it is a national security strategy.

INCLUSIVE GOVERNANCE

Involve all communities in decision-making.

Mo one should feel left out.

ECONOMIC OPPORTUNITY
Create jobs, support local businesses,
and invest in rural economies.

TRANSPARENCY AND ACCOUNTABILITY
Fight corruption. Make leaders answerable
and institutions strong.

EQUITABLE RESOURCE MANAGEMENT
Ensure fair access to land, water, minerals,
and government benefits.

SOCIAL SERVICES FOR ALL
Deliver quality education, healthcare,
and infrastructure. Build trust in the state.

' . ‘ Decentralize power and resources
”"t

BUILD TRUST

Strengthen local governments

When people trust
the system, they
reject terrorism.

L8 s U

Promote national unity in diversity

& ©

We will imvest in We will secure
peaple, not just our future
projects. together.

We will fight
corruption
relentlessly.

 BUILDING A RESILIENT POLITICAL ECONOMY |

POLICY REFGRMS THAT MATTER

Enforce transparency in budgets and contracts
Promote youth empowerment and entrepreneurship

Protect property rights and encourage investment

SFETDRS THAT DHWE STABILITY

EDUCATION

An educated population
is less vulnerable to
radicalization.

AGRICULTURE

Food security and rural
prosperity reduce conflict
and recruitment.

INDUSTRY AND TRADE
Industrial grawth creates

INFRASTRUCTURE
Good roads, power, and
communication i

people and opportunities.

THE COST OF INACTION

Continued loss of lives and property

Invest in the North-East and ather vulnerable regions

Weak economy and lost investment
Deepening poverty and inequality

Erosion of national unity

Ensure fair security and justice delivery

Collapse of trust in the state

INACTION FUELS TERROR.
ACTION BUILDS A NATION.

PROSPEROUS, AND SECURE NIGERIA

£ £ When the political economy works for the people, ~ GOOD GOVERNANCE.
terror has no space to grow.” STRONG ECONOMY.
Build a system of justice and om‘mrtumty— SECURE FUTURE.

build a Nigeria that stands strong. 9 TOGETHER, WE CAN.




Chapter 12:
The Political Economy of Terrorism

Introduction

Terrorism, banditry, kidnapping, and organized crime
are not sustained by violence alone. In many parts of
the world, prolonged insecurity is influenced by
political, economic, and institutional factors that allow
criminal networks to survive and profit.

The concept of the political economy of terrorism
examines how power, money, corruption, weak
governance, and competing political interests can
shape the environment in which violent groups
operate. It asks an important question:

Who benefits when insecurity continues?

The answer is often complex. While most public
officials and political actors seek peace and stability,
corruption, weak institutions, criminal infiltration, and
failures of accountability can create opportunities
for some individuals or groups to profit from conflict.

Understanding these dynamics is essential for
developing effective and lasting security reforms.

47 Breaking the Terror Economy

Key Issues

Governance and Institutional Weaknesses
Corruption and Abuse of Public Resources
Allegations of Political Sponsorship of Violence
Election-Related Violence

Criminal Protection Networks

Capture of Local Institutions

Weak Accountability and Oversight

lllegal Resource Exploitation

Patronage Politics and Conflict

Impunity for Powerful Actors

Public Distrust in Government

Economic Incentives for Prolonged Insecurity
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ANALYSIS

Understanding the Political Economy of Conflict

Violence often creates economic opportunities for
criminal organizations.
Conflict may generate profits through:

+ Kidnapping for ransom

+ lllegal mining

* Cattle rustling

= Arms trafficking

+ Extortion

« Smuggling

s |llegal taxation by armed groups
Where these activities become entrenched, insecurity
can evolve into a profitable economic system.

Governance and Corruption
Weak governance creates conditions in which criminal
networks can expand.
Challenges may include:

* Misuse of public funds

» Weak oversight institutions

» Limited accountability

» Poor service delivery

» Inadequate law enforcement capacity
When institutions fail to function effectively, criminal
groups often find it easier to operate.

Allegations of Political Sponsorship

In various conflict settings around the world, there
have been allegations that some political actors or
influential individuals have supported violent groups
for personal or political advantage.

Such allegations may involve claims of:
* Financial assistance
* Provision of logistics
« Political protection
* Use of armed groups for intimidation
* Interference with investigations

These allegations are serious and require thorough,
independent investigation. Responsibility should be
determined through credible evidence and due
process rather than speculation or political rhetoric.
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Election-Related Violence

Election periods can increase security risks.

Political competition may heighten tensions, and in
some instances criminal or armed groups have been
accused of attempting to influence electoral
processes through intimidation or violence.

Reducing election-related violence requires:

e Strong electoral institutions

* Effective policing

* Independent monitoring

« Swift prosecution of offenders

+ Public confidence in democratic processes

Criminal Protection Networks
Organized criminal groups may seek protection
through corrupt relationships with influential individuals.
Such protection can take several forms:

e Warning criminals about planned cperations

» |Interfering with investigations

» Facilitating access to resources

» Obstructing prosecutions

These practices weaken public confidence and
undermine the rule of law.

Why Insecurity Can Become Self-Sustaining
Conflict can generate financial and political incentives
that make reform more difficult.

Where corruption, illegal markets, and weak oversight
exist, some actors may benefit indirectly from
instability through illicit profits or abuse of public
resources.

Breaking this cycle requires stronger institutions,
greater transparency, and consistent enforcement of
the law.

Strengthening Accountability

Reducing the political economy of terrorism requires
institutions capable of investigating wrongdoing
without fear or favor.

Key components include:

+ Independent anti-corruption bodies

* Professional law enforcement

« Transparent procurement systems

+ Independent courts

+ Legislative oversight

s Public access to information

* Protection for whistleblowers

Strong institutions reduce opportunities for corruption
and criminal influence.
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RECOMMENDATIONS

Strengthen anti-corruption institutions
and enforcement.

Improve transparency in security and
public procurement.

Investigate allegations of support for
violent groups through independent
and lawful processes.

o Strengthen oversight of public

expenditure related to security.

e Enhance campaign finance transparency

and accountability.

Improve witness and whistleblower
protection programs.

o Strengthen judicial independence and

the timely prosecution of corruption
and organized crime.

Expand financial investigations into
organized criminal networks.

e Increase civic participation and public
oversight of government institutions.

Promote ethical leadership and
integrity across public institutions.

Strengthen cooperation among
anti-corruption, financial intelligence,
and security agencies.

Reinforce the rule of law by ensuring
accountability regardiess of status
or influence.
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CASE STUDY

Governance Reform and the Disruption
of Criminal Influence

e TRANSPARENT GOVERNANCE
STRONG INSTITUTIONS
b g SECURE NATION

Accountability. Integrity. Justice.

Several countries confronting organized crime have found
that security operations alone were insufficient to achieve
lasting peace.

Alongside targeted law enforcement actions, governments
introduced reforms aimed at improving transparency,
strengthening anti-corruption institutions, increasing
oversight of public finances, and enhancing the

independence of investigative and judicial bodies.

These measures helped reduce opportunities for criminal
organizations to exploit institutional weaknesses and
increased public confidence in state institutions.

The experience illustrates that sustainable security depends
not only on military or police action but also on accountable

governance and resilient institutions capable of resisting

corruption and criminal infiitration.

Key Lesson:

institutions are weak and accountability is

limited. Building transparent, accountable,
and resilient governance systems is essential
to reducing the political and economic
conditions that allow insecurity to persist,
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CHAPTER 13:

JUSTI[:E PR[]SE[:IJTI[]N

AND PRISON R

NO IMPUNITY. NEI TERROR. NO EXCUSES.

Justice is the foundation of peace and the
shield against terror. A fair and strong justice
system protects the innocent, holds the guilty
accountable, and restores trust in the state.

A

n )\ '

A STRONG JUSTICE SYSTEM IS OUR DEFENSE

DETERS CRIME
AND TERROR
When justice is

swift and certain,
criminals think

PROTECTS
THE INNOCENT

BUILDS TRUST
IN GOVERNMENT

People support

institutions that
are fair, honest,
and effective.

A fair system

ensures rights

are respected
for all.

twice.

STRENETHENIMG_PRUSECUTII]N

SPECIALIZED UNITS
Create and equip special courts and units
to handle terrorism and violent crimes.

EVIDENCE-BASED PROSECUTION
Use intelligence, forensics, and digital evidence
to build strong cases.

WITNESS PROTECTION
Protect and support witnesses to ensure
truthful testimony.

FAST-TRACK COURTS
Speed up trials for terrorism and serious
organized crimes.

ACCOUNTABLE PROSECUTORS
Train, motivate, and hold prosecutors
accountable for results.

FIGHTING IMPUNITY: NO ONE IS ABOVE THE LAW

! l a v Investigate and prosecute all crimes
'

PROMOTES
NATIONAL UNITY

Justice that is seen
to be fair reduces
grievances and
division.

SUPPORTS
DEVELOPMENT
Investors and
citizens thrive in
a system where
rules are enforced.

DELIVERING EFFECTIVE JUSTICE

INDEPENDENT JUDICIARY
Ensure judges are independent, well-trained,
and free from corruption.

ADEQUATE RESOURCES
Provide courts with the tools, staff, and
technology they need to function.

CASE MANAGEMENT SYSTEMS

Use technology to track cases, reduce delays,

and improve transparency.

ALTERNATIVE DISPUTE RESOLUTION
Use mediation and community justice
where appropriate.

LEGAL AID FOR ALL
Ensure every citizen has access to
legal representation.

|, officials or citizens. B

. ] ! \
;’{ !I v End political interference in justice i i
/1 processes. T T

for misconduct.

cases a priority.

' Strengthen oversight and disciplinary

mechanisms.

v Hold security personnel accountable

v Make asset declarations and corruption

= T

‘. Pass and enforce

laws that strengthen
justice and protect
human rights.

Increase funding

e

OUR ACTION PLAN

e

Use data and
technology to

Train and retrain
judges, prosecutors,
and prison officers
regularly,

improve efficiency
and fransparency.

¢¢ Justice delayed is justice denied. ,:'
Justice denied feeds anger. .
Justice delivered builds a nation.

ir= i ~

VE CHOOSE JUSTICE o

OUR PRINCIPLES
v lustice must be fair, independent, and impartial.

/" The guilty must be prosecuted and punished.

" The innocent must be protected.

" Human rights must be respected at all times.

" Rehabilitation is key to breaking the cycle of violence.
v No one is above the law—not even those in power.

PRISON REFORM: BREAKING THE CYCLE

SAFE AND SECURE FACILITIES
Prevent escapes, violence, and radicalization.

SEPARATE AND MANAGE
Separate high-risk inmates. Prevent
influence and recruitment.

REHABILITATION PROGRAMS
Provide education, vocational training,
counseling, and deradicalization.

REINTEGRATION AND MONITORING
Prepare inmates to return to society.
Maonitor and support reintegration.

ZERO TOLERANCE FOR ABUSE
Protect the rights and dignity of all inmates.
No torture. No corruption. No abuse.

STJHI;PDRTJNG VICTIMS AND COMMUNITIES

v" Provide support for victims of terror
and violence.

' Ensure access to medical, psychological,
and legal services.

v Compensate victims and support

| families.

+ Promote community healing and
reconciliation.

v Listen to survivors. Include their
voices in justice.

Monitor performance
and publish results.
Hold everyone
accountable.

@@¥  Partner with civil society,

r.‘ traditional leaders, and
communities to promote
justice for all.

Q

| STRONG JUSTICE.
| SAFE COMMUNITIES.
| SECURE NIGERIA.

—l TACE" ||r WE AN




Chapter 13:
Justice, Prosecution, and Prison Reform

Introduction

Arresting suspected terrorists, kidnappers, bandits,
and organized criminals is only the beginning of the
justice process. Lasting security depends on what
happens after an arrest.

A criminal justice system that is slow, under-resourced,
or unable to secure lawful convictions can weaken
public confidence and reduce the effectiveness of
security operations. Similarly, correctional facilities
that lack adequate security, intelligence capabilities,
or rehabilitation programs may struggle to prevent
organized criminal activity from continuing behind
prison walls.

An effective response to terrorism and organized
crime therefore requires a complete justice chain—
from professional investigation and fair prosecution
rehabilitation  where
appropriate, and lawful reintegration.

to secure corrections,

Justice must be timely,
impartial, evidence-based,

and consistent with the
rule of law.

61 Breaking the Terror Economy

Key Issues

@

0006000 RO0®

Weak Criminal Investigations

Delays in Terrorism and Organized Crime Prosecutions
Limited Forensic and Digital Evidence Capabilities
Inadequate Witness Protection

Heavy Caseloads and Court Delays

Specialized Judicial Capacity

Prison Security Challenges

Criminal Networks Operating Within Correctional Facilities
Rehabilitation and Deradicalization Programs
Monitoring of High-Risk Offenders After Release
Interagency Coordination

Public Confidence in the Justice System
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ANALYSIS

Arrest Alone Does Not End Crime

Security operations may successfully arrest suspects,
but convictions require sufficient admissible evidence
gathered through lawful investigations.
Without strong investigative capacity:

» Cases may collapse in court.

* Trials may be delayed.

+ Victims may lose confidence.

¢ Criminal networks may remain intact.

Professional investigations are essential to ensuring
accountability while protecting the rights of all parties.

Strengthening Criminal Investigations

Successful prosecution depends on thorough investigations,

Key components include:

+ Crime scene management

» Collection and preservation of evidence

« Digital and financial investigations

+ Forensic analysis

+ Intelligence integration

» Effective case documentation
Modern investigative methods improve both the quality
and credibility of prosecutions.

Witness Protection
Witnesses often possess critical information about terrorist
and crganized criminal networks.
However, many individuals fear retaliation against
themselves or their families.
Effective witness protection programs may include:
» Confidential identity management
* Secure relocation where necessary
* Physical protection measures
¢ Psychological support
* |egal safeguards
Protecting witnesses strengthens prosecutions and
encourages greater public cooperation.

Specialized Terrorism Courts
Complex terrorism and organized crime cases often involve
extensive evidence, multiple defendants, digital records,

financial investigations, and national security considerations.

Specialized judicial capacity can contribute to:

+ More efficient case management

* Greater consistency in handling complex matters

* |mproved expertise in specialized legal issues

* Reduced delays while maintaining due process
Any specialized court system should continue to uphold
constitutional rights, judicial independence, and fair trial
standards.

Prison Intelligence
Correctional facilities should not become environments
where criminal organizations regroup or coordinate further
unlawful activities.
Prison intelligence systems can assist authorities in identifying:
* Recruitment efforts
* Communication with criminal networks
¢ Gang organization
* Smuggling activities
= Emerging security threats
Effective intelligence contributes to institutional security
while supporting lawful priscn management.

Prison Reform

Correctional facilities play an important role in public safety.
Madern prison systems should focus on:
+ Secure custody
Professional management
Education and vocational training
Psychological support
Risk assessment
Preparation for lawful reintegration where appropriate

L]

Well-managed correctional systems reduce the likelihood
of future offending and contribute to long-term public safety.

Deradicalization and Rehabilitation
Some individuals convicted of terrorism-related offences
rmay participate in structured rehabilitation or deradicalization
programs where permitted by law and supported by
appropriate risk assessments.
Such programs may include:
* Psychological counselling
* Religious or ideological dialogue led by qualified professionals
¢ Education and vocational training
= Family engagement
* Behavioural assessment
Participation does not replace legal accountability. Public
safety and judicial decisions remain paramount.

Monitoring High-Risk Offenders

Where permitted under applicable law, authorities may
implement appropriate post-release supervision measures
for individuals assessed as presenting an ongoing public
safety risk.
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Such measures should be:

e Lawful e Respectful of constitutional rights
+ Proportionate + Subject to judicial and
¢ Risk-based administrative oversight

Effective monitoring can support successful reintegration
while helping to manage legitimate security concems.
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RECOMMENDATIONS
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Strengthen investigative capacity
through training and modern forensic
resources.

Improve coordination between
investigators, prosecutors, intelligence
agencies, and the judiciary.

Expand witness protection programs.

Invest in forensic laboratories and
digital evidence capabilities.

Enhance judicial capacity for handling
complex terrorism and organized
crime cases.

Improve case management systems
to reduce unnecessary delays.

Strengthen intelligence capabilities
within correctional facilities.

Improve prison security, infrastructure,
and staff training.

Expand rehabilitation and
deradicalization programs supported
by evidence and professional
oversight.

Develop lawful risk assessment and
post-release supervision frameworks
for high-risk offenders.

Strengthen oversight, transparency,
and accountability throughout the
justice system.

Promote public confidence through
fair, impartial, and timely
administration of justice.

A A strong justice system is the

Il

foundation of a safe, stable,
and law-abiding society.
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CASE STUDY

Building an Effective Criminal Justice
Response to Terrorism

Several countries confronting terrorism and organized crime have
found that security operations achieved the greatest long-term
impact when supported by strong criminal justice institutions.

Reforms included improving investigative capacity, expanding
forensic capabilities, strengthening witness protection, enhancing
judicial expertise in complex criminal cases, and modemizing

correctional systems.

In addition, correctional authorities invested in intelligence
gathering within prisons and developed structured rehabilitation
programs for eligible offenders, alongside appropriate security
measures and lawful supervision.

PROSECUTION
FAIR TRIAI
REHABILITATION

These combined reforms helped improve conviction rates based
on reliable evidence, strengthened public confidence in the justice
system, and reduced opportunities for criminal networks to
reorganize.

The experience demonstrates that successful counterterrorism
depends not only on effective security operations but also on a
justice system capable of delivering fair, timely, and evidence-
based outcomes.

KEY LESSON:

Lasting security is achieved not simply by making
arrests but by ensuring professional investigations,
fair prosecutions, secure correctional facilities,
effective rehabilitation where appropriate, and a
justice system that upholds the rule of law while
protecting society.
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Terrorist groups exploit poverty, unemployment, > = g
and failed governance to recruit our youth

and destroy communities. When leadership fails,
violence fills the gap.

Good governance, opportunity, and inclusion
build a stronger, safer Nigeria.

UNDERSTANDING THE LINK

UNEMPLOYMENT FAILED GOVERNANCE YOUTH RECRUITMENT
Jobless youth

VIOLENCE AND
INSTABILITY
Communities suffer.
Development stops.
The cycle continues.

POVERTY

Lack of basic

needs makes

communities
vulnerable,

Corruption, injustice,
and neglect destroy
trust and legitimacy.

Terrorists exploit
anger, despair, and
hopelessness.

Poverty and Inequality
Millions live without enough food, shefter,
or access to opportunities

Unemployment and Underemployment
Too many youth, too few jobs.
Idle hands are easily misled.

Corruption and Mismanagement
Stolen resources mean fewer schools,
hospitals, reads, and jobs.

Maore youth

Join terrorist
Eroups.

Weak Institutions and Services

Poor schools, weak security,

and absent leaders.

builds its own enemies.
Exclusion and Lack of Trust

When peaple feel ignared,

they lose faith in the system, builds its own future.

CREATE JOBS AND
OPPORTUNITIES

EDUCATE AND
EMPOWER

PROMOTE 600D
GOVERNANCE

Communities
are attacked
and displaced.

A country that neglects its youth

A country that empowers its youth

INCLUDE AND
ENGAGE YOUTH

h

WHY YOUTH ARE VULNERABLE

+ No jobs, no income, no future. 1.:': {n , |
» Poor education and lack of skills. 1% ‘ ,-:— : :
* Injustice, discrimination, and exclusion. | . -

* Weak leadership and broken promises.

= Exposure to violence and crime. : >

* Desire for belungmg respect, and purpose.

Poverty deepens.

Hope disappears.
The nation suffers.

Healthcare,
businesses, and
services collapse,

Schools close.
Education is
destroyed.

THE COST IS TOO HIGH
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Lostfives | Brokenfamilies  Destroyed Wasted A weaker
communities

patertial Nigeria

STRENGTHEN INSTITUTIONS
AND SECURITY

INVEST [N RURAL AND
NEGLECTED AREAS

o

* Support SMEs and local
businesses.

* Provide quality education
for all.

» Teach skills for jobs
and innovation.

*» Invest in agriculture,
technology, and

manufacturing. » Support vocational

* Fight corruption
and impunity. making:
» Deliver services
fairly and transparenthy.

= Hold leaders accountable,

= Involve youth in decision-

= Support youth-led
initiatives.

» Build platforms for

Build strong, trusted
institutions.

Reform security forces
with professionalism.

* Protect communities

* Develop infrastructure,
electricity, and internet.
= Bring services closer
to the people.
» Ensure no one is left

» Create decent jobs
for our youth.

and digital training.

WHM WE EAH ALL DD
@
i g \ '
Merdor and support | Spesk out aganst | Support localbosineres | Promote peace, Vole for leaders
young people, iytice and comption. | and pob creglion, inclirsion, and unity. who delbver

BREAK THE CYCLE OF DESPAIR.

BUILD A NATION OF HOPE.
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dialogue and peace.
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L) |’§ ' ution.
Together, buid a | : Let’s give them
better Nigeria, a reason to hope

and a future
worth living for.
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and uphold the law.

behind.

p: HOPE.
| OPPORTUNITY,
/ JUSTICE.
L 5 (00D GOVERNANCE.
\. A SECURE NIGERIA.

Strong leaders.

Empowered youth.

United communities.

A safer, stronger, greater Nigeria.
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Poverty, Youth Recruitment,
and Failed Governance

INVEST N OUR Yo
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BUILD A SECURE FUTUII;'E

EDUCATION « JOBS + OPPORTUNITY - HopE ==
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Introduction

Security challenges are rarely caused by a single
factor. While ideclogy, organized crime, and political
instability all contribute to insecurity, economic
hardship and governance failures can create
conditions that make recruitment into violent or
criminal groups easier.

Many young people across Nigeria face persistent
challenges, including unemployment, limited access
to quality education, poverty, hunger, substance
abuse, and reduced economic opportunities. Most
young Nigerians reject violence despite these
hardships. However, criminal and extremist groups
often exploit vulnerability, frustration, and social
exclusion to recruit a small number of individuals
into illegal activities.

Reducing insecurity therefore requires more than
military operations and law enforcement. It also
requires investments in education, economic
opportunity, good governance, justice, and youth
development.

The long-term battle against terrorism begins by

giving young people legitimate reasons to choose
hope over violence.

85 Breaking the Terror Economy

Key Issues

Youth Unemployment and Underemployment
Poverty and Economic Inequality

Limited Access to Quality Education

Hunger and Food Insecurity

Drug Abuse and Substance Misuse

Weak Governance and Poor Service Delivery
Corruption and Public Distrust

Social Exclusion and Marginalization
Recruitment by Criminal and Extremist Groups

Lack of Skills Development and
Employment Opportunities

Community Displacement and Family Breakdown

Loss of Hope and Confidence in
Public Institutions
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ANALYSIS

Youth Unemployment

Young people represent one of Nigeria's greatest
assets. However, prolonged unemployment or
underemployment can create economic pressure,
frustration, and uncertainty about the future.

Criminal organizations may exploit these
circumstances by offering:

¢ Quick financial rewards

« A sense of belonging

+ Social recognition

« False promises of opportunity
Expanding lawful employment opportunities reduces
the appeal of criminal recruitment.

Poverty and Economic Hardship

Poverty alone does not cause terrorism or violent
crime. Millions of people living in poverty never
engage in criminal activity.

However, severe economic hardship can increase
vulnerability when combined with weak governance,
insecurity, limited opportunities, and active
recruitment by criminal organizations.

Reducing poverty strengthens community resilience
and improves long-term security.

Education

Education equips individuals with knowledge,
critical thinking skills, and opportunities for personal
development.

Communities with stronger educational systems are
generally better positioned to resist misinformation,
criminal recruitment, and viclent extremist
narratives.

Improving access to quality education remains an
important investment in national security.

Hunger and Food Insecurity

Food insecurity affects household stability and
economic well-being.

Communities experiencing prolonged food shortages
may become more vulnerable to exploitation by
criminal groups that promise money, food, or
protection.

Supporting agricultural preduction and food security
contributes to both economic development and
national stability.

Drug Abuse and Substance Misuse

Substance misuse can increase vulnerability to
criminal activity by impairing judgment, reducing self-
control, and exposing individuals to criminal networks.
Some organized criminal groups exploit drug
dependency as a means of recruitment, control, or
financing.

Effective responses include:

Prevention programs

Treatment and rehabilitation services

Community awareness
Lawful enforcement against drug trafficking

Failed Governance

Effective governance provides security, justice, education,
healthcare, infrastructure, and economic opportunities.

Where institutions consistently fail to meet public expectations,
trust in government may decline.

Challenges such as corruption, poor service delivery, weak
accountability, and unequal access to oppoertunities can create
environments in which criminal organizations find it easier to
recruit and operate.

Strengthening governance is therefore an essential component
of long-term security.

Hopelessness and Social Exclusion

Young people who feel disconnected from society or excluded
from economic and civic opportunities may become more
susceptible to manipulation.

Feelings of hopelessness can be reduced through:
+ Employment opportunities
+ Skills acquisition
+ Entrepreneurship support
» Civic participation
= Community engagement
= Mentorship programs

Building hope is an important crime prevention strategy.

Building Resilient Communities
Communities become more resilient when citizens have
confidence that lawful pathways to success are available.

Resilience is strengthened through:
+ Quality education
+« Employment opportunities
s Accessible healthcare
+ Community development
+ Transparent governance
* Equal access to justice

These investments reduce the space in which criminal
organizations can recruit and operate.

56 Breaking the Terror Economy
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CASE STUDY:

Youth Empowerment as a Crime
Prevention Strategy

RECOMMENDATIONS

o Expand youth employment and
entrepreneurship programs.

Several communities in Nigeria and other countries have
introduced youth-focused initiatives aimed at reducing
vulnerability to recruitment by criminal and extremist groups.

o Increase investment in quality education
and vocational training.

Strengthen poverty reduction and social

e abe These initiatives included vocational training, small business
protection initiatives.

support, educational scholarships, mentorship programs,

Improve food security through sports, community service, and employment opportunities.

agricultural support and rural

Participants who gained stable livelihoods and stronger
development.

community connections were generally better positioned to
resist recruitment efforts and contribute positively to their
communities.

Expand drug prevention, treatment,
and rehabilitation services.

Strengthen governance, transparency,
and accountability.

Improve access to healthcare and
mental health services.

Increase investment in community
infrastructure and public services.

Support youth mentorship, leadership,
and civic engagement programs.

Promote partnerships between

government, civil society, faith-based

organizations, and the private sector. While no single intervention can eliminate insecurity, evidence
from multiple settings suggests that combining economic
opportunity with good governance, education, and community
engagement can reduce the conditions that criminal
organizations seek to exploit.

Improve access to justice and equal
economic opportunities.

3/
&
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6/
9
o
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Monitor and evaluate youth The experience demonstrates that investing in young people
development programs to ensure is not only a social policy—it is also a long-term national
long-term impact. security strategy.

KEY LESSON:

Poverty, unemployment, weak governance, and
social exclusion do not automatically produce

- L terrorism or crime, but they can create vulnerabilities
and more united Nigeria that organized criminal and extremist groups seek
tomorrow. to exploit. Lasting security requires both effective
law enforcement and sustained investment in
people, opportunity, justice, and accountable
governance.

o\%/e Investing in our youth today
builds a safer, more prosperous,

S7 Breaking the Terror Economy
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TRUTH IS OUR WEAPON. UNITY IS OUR SHIELD. G- — /- '

Terrorists use lies to divide, recruit, and deceive.
We use truth to unite, inform, and empower.

Control the narrative. Protect minds.
Win hearts. Secure Nigeria.

T 0 uﬁnf‘nﬁﬂhmtﬁﬂs INFORMATION WAR |
OUR ADVERSARIES SPREAD: OUR GOAL IS TO SPREAD:

* Lies and propaganda + Truth and facts

+ Hope and unity

+ Facts and transparency

= Knowledge and awareness

* Peace and national pride &
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* Fear and division
* Fake news and rumors

+ Hate and distrust
» Glorification of viole

STRATEGIC
COMMUNICATION

¥
l.

COUNTER
DISINFORMATION

ENGAGE
COMMUNITIES

AMPLIFY
POSITIVE STORIES

|

= Monitor social media
and detect false namratives.

» Highlight heroes, not
the haters.

+ Share stories of resilience,
unity, and progress.

» Proactive messaging.

= Regular briefings and
updates,

 Clear, accurate, and
timely information.

= Rapid fac
and resp g

= Report and remove harmful
content.

« Expose lies, not people.

+ Celebrate culture,
diversity, and success.
# Show that peace is possible.

dialogue and action.
= Involve traditional,
religious, and youth leaders.

ocal languages
trusted voices.

SE
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WHAT WE COMMUNICATE

Traditional Media
TV, radio, newspapers.

Security updates
and safety advisories.

Digital & Social Media
Facebook, X, Instagram,
YouTube, TikTok, WhatsApp.

Development projects
and opportunities.

Government

Community Channels i

Town criers, town hall
meetings, local events.

%
O

Public service announcements
Educational Institutions (health, education, ete.).
Schosls, universities,

youth clubs.

Faith & Cultural Platforms
Mosques, churches,
cultural gatherings.

Mational values: unity,
peace, and patriotism.

WHAT WE WILL NOT DO

FACTS
_ NOT FEAR

OUR PRINCIPLES

Truth, always.

\

=
* Speed, consistency, and clarity.

+"  One voice, many channels.

" People-centered communication.

v Zero tolerance for disinformation,

vy

Protect the vulnerable. Empower the truth.

PROTECT
DIGITAL SPACE

PARTNER WITH
THE MEDIA

* Support free, responsible
Journalism,

= Build capacity for
ethical reporting.

= Partner with local and
international media.

= Hold regular media
engagements.

» Strengthen cybersecurity.
* Protect government
and critical data.

* Promote responsible
online behavior.

(44
A people
Spread unverified or p P
sensational information. well informed
cannot be

Hide the truth or downplay

e easily misled.

An informed
people is a
powerful people.

Allow hate speech, tribalism,
or inciternent.

Engage in propaganda
or character attacks.

Stay informed.
Silence criticism or Sta)l' united.
ish honesty. : z
kg Stay Nigerian.
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We will before
you share.

Tan
Be ambassadors
of truth and peace.

Create and share
positive content.

Verity before
you believe.

Report false
information.

Information is power.
Use it wisely.
Use it for Nigeria.

TRUTH. UNITY.
J:

"l

PROGRESS
I MUONRLJJ.

WIN THE INFORMATION WAR.
WIN THE PEACE.

WIN THE FUTURE.
TOGETHER, WE CAN.

We will build
our future.

We will win
together.

f0R
We will unite
our nation.

We will protect
our people.

We will speak
the truth.




Chapter 15:

Winning the Information War

BREAKING NEWS

SECURITY UPDATE

STAY CALM |
STAY INFORMED STOP THE SPREAD
STAY SAFE 4% OF FALSE INFORMATION

10 S el LR RO Y

VERIFY BEFORE
YOU SHARE

TRUTH. FACTS. UNITY.
A SECURE NIGERIA

Introduction Key Issues

Modern terrorism and organized crime are fought on

two battlefields: the physical battlefield and the .

information battlefield.

Terrorist groups, kidnappers, bandits, and organized .

criminal networks do not rely solely on weapons. They

also use fear, propaganda, misinformation, impersonation, .

and psychological intimidation to influence public
behaviour, weaken confidence in government
institutions, and amplify the impact of their attacks.

A single false message, manipulated video, or rumour can
spread rapidly through social media, causing panic,
disrupting communities, and overwhelming emergency
services—even when the information is inaccurate.

Winning the information war means ensuring that truth

travels faster than fear. It requires timely communication, %

public education, responsible media reporting, and strong

cooperation between government, communities, .

technology platforms, and civil society.

An informed public is far more difficult to intimidate
than a frightened one.

89 Breaking the Terror Economy

Terrorist Propaganda and Psychological Operations
Misinformation and Disinformation

Social Media Manipulation

Fake Military and Security Uniforms
Impersonation of Security Personnel
Community Fear and Public Panic

Rumour Propagation During Emergencies
Weak Crisis Communication

Media Responsibility During Security Incidents
Public Trust in Official Information

Digital Literacy and Fact-Checking

Cyber-Enabled Influence Campaigns
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ANALYSIS

The Information Battlefield

Violent groups seek more than physical destruction.

They often attempt to:
+ Create fear beyond the immediate attack.
+ Undermine public confidence.
* Gain publicity.
* Influence public behaviour.
» Exaggerate their capabilities.
» Discourage cooperation with security agencies.

Information therefore becomes a strategic element
of national security.

Propaganda and Psychological Intimidation

Propaganda is used to spread messages designed
to influence perceptions or behaviour.
Criminal and extremist groups may attempt to:

* Portray themselves as stronger than they are.

+ |ntimidate communities.

* Discourage resistance.

* Recruit supporters.

* Spread fear through rumours or

selective information.

Countering propaganda requires accurate,
timely, and credible public communication.

Misinformation and Disinformation
Mot all false information is the same.
Misinformation refers to inaccurate information
shared without intent to deceive.
Disinformation refers to deliberately false or
rmanipulated information intended to mislead or
create confusion.
Both can:

* [ncrease public panic.

* Distract security agencies.

» Damage reputations.

* Undermine emergency response.

* Reduce trust in institutions.
Verifying information before sharing it is an
important civic responsibility.

Fake Military Uniforms and Impersonation
Criminal groups have, in some instances,
impersonated security personnel by using
uniforms, vehicles, or other symbols of authority
to deceive victims.

Such tactics can:

» Facilitate kidnappings and robberies.

* Undermine public trust.

* Create confusion during security operations.
Public awareness and stronger control over official
uniforms and equipment can reduce opportunities
for impersonation.

60 Breaking the Terror Economy
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Social Media Intimidation

Social media has transformed communication, but it can
also be exploited by criminal actors.
Online platforms may be used to:

* Spread threats.

¢ Circulate manipulated images or videos.

+ [ntimidate communities.

+  Amplify rumours.

+ Coordinate psychological campaigns.
At the same time, social media is also an important tool
for public awareness, emergency communication, and
community resilience when used responsibly.

Community Panic
Fear can spread faster than facts.
During security incidents, panic may result in:
+ Dangerous crowd movements.
+ Traffic congestion.
+ Disruption of emergency operations.
* [ncreased anxiety.
* Reduced public confidence.
Clear and timely communication from trusted sources
helps reduce unnecessary panic.

Crisis Communication
Effective crisis communication should be;

+ Accurate

+ Timely

+ Transparent

* Consistent

¢ Easy to understand
Authorities should provide regular updates while
avoiding speculation or the release of unverified
information. Reliable communication strengthens
public confidence during emergencies.

Building Public Resilience
Communities become more resilient when citizens know how to:
» Verify information before sharing it.
+ Recognize false or misleading content.
+ Follow official emergency guidance.
* Report suspicious online activity.
* Remain calm during crises.
Digital literacy is now an important component of national security.
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RECOMMENDATIONS

o Strengthen strategic public
communication during security

incidents.

o Improve coordination between
security agencies and emergency
communication services.

Promote nationwide digital and
media literacy campaigns.

Encourage verification of information
before sharing online.

Strengthen laws against impersonation
of security personnel.

Improve monitoring and investigation
of criminal misuse of uniforms and
official identities.

Expand partnerships with media
organizations to promote responsible
reporting.

Develop rapid-response fact-checking
mechanisms during emergencies.

Strengthen public awareness campaigns
against misinformation and panic.

Improve official emergency alert
systems and communication channels.

Encourage community reporting of
suspicious online activities.

Build long-term public trust through

transparency and consistent
communication.

"f»— Truth saves lives.
i ) = | Verify before you
| D AN

share,
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CASE STUDY:

Combating Rumours During
Security Incidents

During periods of heightened insecurity, false rumours
have occasionally spread rapidly through messaging
applications and social media, sometimes exaggerating
threats or misidentifying individuals and locations.

In several instances, timely clarification by public
authorities, responsible media reporting, and independent
fact-checking organizations helped correct inaccurate
information and reduce unnecessary panic.

Communities that relied on verified information from
trusted sources were generally better able to respond
calmly and cooperate with emergency services.

These experiences demonstrate that effective
communication is an essential part of crisis management.

Winning the information war depends not only on
countering false narratives but also on building public
confidence in accurate, transparent, and timely
information.

$7% OFFICIAL INFORMATION
S SAVE LIVES

STAY INFORMED. STAY SAFE.
VERIFY —qSHARE - PROTECT
@ VERIFY @ SHARE
BEFORE YOU y ONLY
SHARE & FACTS

KEY LESSON:

PROTECT
YOUR
COMMUNITY

Terrorists and organized criminal groups seek to
spread fear as much as violence. Nations that

promote accurate information, responsible

communication, digital literacy, and public trust
are better equipped to resist intimidation, reduce

panic, and strengthen national resilience.
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HEALING IS SECURITY. CARE IS STRENGTH. UNITY IS OUR FUTURE: B
Behind every act of terror is a victim. Behind every statistic ,g.-'»-‘;,ﬁ <
is a life, a family, a story. A strong nation cares for its e -
wounded, honors the lost, and heals together. -
When we heal, we become stronger. When we unite, J
no force can divide us. N
r UNDERSTANDING THE IMPACT OF TERRORISM OUR PROMISE TO '."I[:TIMS

We see you.
We believe you.
We stand with you.
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INDIVIDUAL FAMILY COMMUNITY NATION

Physical injury, Broken homes, Loss of trust, Economic setbacks,

emaotional pain, financial hardship, division, fear, weakened social
fear, grief, displacement, disruption of fabric, and
and loss of and long-term livelihoods and damaged national
loved ones. emotional strain. daily life. confidence.

You are not alone.
We will walk with you
on the path to healing.

We will protect your rights,
restore your dignity, and
support your recovery.

We will remember.

We will honor.

We will never forget.

PSYCHOLOGICAL
SUPPI]RT

—

MEDICAL AND
REHABILITATION CARE

rE |

SOCIAL AND ECONOMIC
HESTI]RA.TIDN

LEGAL AID AND
JUSTICE SUPPORT

+ Free legal aid for victims
and families.

+ Quality healthcare for injury
and trauma recovery.

+ Trauma counseling and mental
health services.

+ Support to restart livelihoods
and businesses.

* Support groups for survivors,
children, and families.

= Physical rehabilitation
and assistive services.

+ Skills training and job
opportunities,

= Support in accessing justice
and compensation.

» Protection from intimidation
and further harm.

* Financial aid and social
protection for affected families.

» Training for more counselors
and community caregivers.

+ Long-term care for survivors
with disabilities.

BUILDING A NATION OF COMPASSION AND UNITY

o -
Choose empathy over hate. ‘3 B :i f
Listen. Understand. Support. kg 5 L

Reject stigma and blame.
Victims are not to be judged.
Forgive, but do not forget.
Justice and healing go together.
Strengthen bonds across
ethnic, religious, and regional
divides.

Invest in peace education,
values, and citizenship.

THE ROLE OF LEADERS AND INSTITUTIONS i
[ 1 ]
Lk qn &

Security Agencies  Traditional, Religicus  Civil Society and NGOs
Probact s and Community Leaders

i,

il

Government

Create and fund victim Proide expertise,
Promote healing

recomciliation, and u e | off hope and nscovery.

Prevent revenge and hate,

Qut of pain, we find purpose.
Out of loss, we find love.
Out of darkness, we build light.

OUR COMMITMENTS TO HEALING AND HOPE
[ L X ]
@ i Y

We will prevent We will restore Wa will build a We will rise

future pain, dignity and hope, | 1 and peaceful together,
country.

W

We will care
for every victim.

o

Qut of division, we build Nigeria.

WE REMEMBER.
WE HONOR.
WE HEAL.
WE RISE
TOGETHER.

f)’

IN MEMORY
4 OF THE INNOCENT

|, W VICTIVS OF TERRORISM

| May

their souls rest in peace.
May their legacy he peace,

MEMORIALIZATION
AND REMEMBRANCE

+ National days of remembrance.
* Memorials and monuments
to honor the lost.
» Preserve stories and lessons
for future generations.

SUFPURTING CHILDREN AND YOUTH

Safe spaces for childran
to learn, play, and heal.

Counseling and psychosocial
support in schools and
communities.

Mentorship and positive role
madels.

Empower youth to lead
peace and change.

A healed nation is

a united nation.

A united nation is

an unbreakable nation.
Let us choose peace.
Let us choose healing.
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Victims, Trauma, and

National Heali_ng

HEALING TOGETHER
BUILDING STRONGER
COMMUNITIES

Introduction

The true cost of terrorism, banditry, kidnapping, and
violent crime cannot be measured only by the number
of attacks, casualties, or economic losses. Behind
every incident are individuals, families, and
communities whose lives have been permanently
changed.

Kidnapped survivors may return home carrying deep
emotional scars. Families often experience prolonged
uncertainty, financial hardship, and psychological
distress while loved ones remain in captivity. Widows,
widowers, orphans, internally displaced persons, and
entire communities affected by violence may face
years of recovery after the immediate danger has
passed.

National security therefore extends beyond preventing
attacks. It also includes helping victims recover,
rebuilding affected communities, and promoting
healing, resilience, and reconciliation.

A nation cannot truly overcome terrorism if its victims
are forgotten.
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WE CARE. 11 \
WE SUPPORT, I A

WE HEAL

Key Issues

Trauma Among Kidnapping Survivors
Psychological Impact on Families

Support for Widows, Widowers, and Orphans
Assistance for Internally Displaced Persons (IDPs)
Community Recovery After Violence

Access to Mental Health and Psychosaocial Services
Economic Reintegration and Livelihood Support
Stigma and Social Isolation

Education for Displaced Children

Long-Term Recovery Planning

Community Reconciliation

National Healing and Social Cohesion
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ANALYSIS

The Human Cost of Viclence
Violence affects far more people than those directly
attacked.
lts consequences may include:

« Emotional trauma

+ Grief and bereavement

» Loss of income

+ Displacement

+ [nterrupted education

s Long-term health challenges

» Breakdown of community relationships
Recovery often takes years and requires
coordinated support.

Supporting Kidnapped Survivors
Individuals released after kidnapping may experience
significant emotional and practical challenges.
Support services may include:

+ Medical assessment and treatment

+ Psychological support

+ Family reunification

» Legal assistance where needed

» Educational or employment support

o Community reintegration

Each survivor's experience is unique, and assistance
should be tailored to individual needs.

Supporting Families
Families often experience prolonged uncertainty during
periods of captivity or after violent attacks.
They may face:

+ Financial hardship

* Anxiety and stress

+ Social isolation

+ Caregiving responsibilities
Legal and administrative challenges
Family-centered support strengthens recovery for both
survivors and their loved ones.

L]

Widows, Widowers, and Orphans

Violence can leave families without their primary
caregivers or income earners.
Effective assistance may include:

» Financial support programs

» Educational opportunities

» Healthcare access

» Skills development

» Livelihood assistance

» Legal protection

Helping families rebuild their lives contributes to
long-term social stability.

Internally Displaced Persons (IDPs)
Conflict and insecurity have displaced many Nigerians
from their homes.
Displaced populations often require:

» Safe shelter

» Food and clean water

» Healthcare

» Education

» Livelihood opportunities

» Legal documentation

» Protection from exploitation

Durable solutions should support voluntary, safe, and
dignified return, local integration, or resettlement,
depending on individual circumstances and applicable
policies.

Mental Health and Psychosocial Support

Trauma affects individuals in different ways.
Some people recover quickly, while others may
experience longer-term emotional or psychological
difficulties.
Accessible mental health and psychosocial support
can assist recovery through:

» Counselling services

» Peer support groups

+ Community-based interventions

= Family support programs

= Referral to specialized care when required

Mental health support should be treated as an
essential part of post-conflict recovery.

Community Recovery
Entire communities may suffer the consequences of
repeated violence.
Recovery involves rebuilding:

= Schools

» Healthcare facilities

» Roads

+ Markets

« Agricultural activities

s Local businesses

s Public confidence
Community reconstruction strengthens resilience and
restores hope.
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ANALYSIS (conTiNuED) RECOMMENDATIONS

Reconciliation and Social Cohesion
Violence can damage relationships between
communities, institutions, and individuals.
Rebuilding trust requires:

¢ Inclusive dialogue

* Respect for justice and accountability

+ Community participation

» Peacebuilding initiatives

« Support for affected populations

Expand victim support and
assistance programs.

Improve access to mental health and
psychosocial services.

Strengthen assistance for widows,
widowers, orphans, and vulnerable
Healing is most sustainable when communities families.
work together toward a shared future.
Enhance protection and support for

National Healing internally displaced persons.

National healing is a long-term process.

It involves recognizing the suffering of victims,
supporting recovery, strengthening institutions, and
promoting unity across ethnic, religious, and
regional differences.

Remembering victims while investing in recovery
demonstrates a nation's commitment to justice,
compassion, and resilience.

Invest in community reconstruction
and livelihood restoration.

Improve access to education for
displaced and affected children.

Strengthen partnerships with
healthcare providers, civil society,
and humanitarian organizations.

QOO0 00O

Develop long-term trauma recovery
strategies.

Promote community dialogue and
reconciliation initiatives.

Strengthen legal and social
protection for victims of violence.

Increase public awareness about
trauma and recovery.

Ensure that victims remain central to
national security and recovery policies.

(8
o
10
11
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CASE STUDY:

Community Recovery After Violent Conflict

Communities affected by terrorism and large-scale violence often ... & Suppor‘tmg victims tOda'fl :
face challenges that extend far beyond the immediate attack. builds stronger communities
Homes, schools, businesses, healthcare facilities, and livelihoods ‘mm tomorrow. Healing is the
may all be disrupted. foundation of lasting peace

In several recovery efforts, governments, humanitarian organizations, and national unity.

community leaders, and local volunteers worked together to restore
essential services, provide psychosocial support, rebuild infrastructure,

and help displaced families return to stability. KEY LESSON:

Communities that combined physical reconstruction with mental Defeating terrorism is not only about
health support, education, livelihood assistance, and reconciliation preventing attacks—it is also about
initiatives were generally better positioned to recover and rebuild helping people heal. Supporting

social cohesion. victims, rebuilding communities,

These experiences demonstrate that national recovery depends not 3ddr95:‘3f”!§ trauma, and Promoting

only on restoring buildings but also on restoring trust, dignity, reconciliation are essential steps

opportunity, and hope. toward lasting peace, resilience,
and national unity.
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A SECURE NIGERIA. A UNITED M AT IG | !
This 10-year plan provides a clear roadmap to defeat terrorism, \ = .
protect our people, and build a just, peaceful, and prosperous nation. &S .
Through unity, good governance, and collective action, [ é

we will secure Nigeria—together.

|l OUR VISION 2035

@ X

Terrorism is Justice is fair,
defeated and fast, and
imedevant. accessibie.

OUR STRATEGIC PILLARS

0000000

SECURITY = GOVERNANCE = PREVENTION = RESILIENCE = RECOVERY & | PARTNERSHIP

Strengthenthe | Build accountable | Addresstheroot  Empaower HEALING Strengthen
capacityand | institutionsand | causes: poverty,  communifies | Support victims.  national and
capability to promate the exclusion, and and build restore hope, intermational
prevent and rule of law, failed governance. national and promate cooperation.

respond. resilience, national healing.

il

The economy
thrives and creates
opportunities for all.

[ K/
aga
Communities are
resilient, united,
and empowered.

Nigeia i united
in diversity and
national pride.

THE 10-YEAR ROADMAP {2025 2035)

PHASE 2: BUILD PHASE 3: TR.&HSFUHM PH#SE 4 SUSTAIN
YEARS 3 < YEARS 5-7 YEARS 8-9

PHASE 5: CONSOLIDATE
YEAR 10

| PHASE 1: STABILIZE
YEARS 1-2

+ Degrade terrorist networks and
sgcure key areas.

Rebuild govenance capacity at all
levels.

+ Diversify the economy and drive
inclusive growth.

» Consolidate security gains and
reduce incidents significantly.

» Sustain peace, security, and
good governance.

Invest in education, skills, and

innovation.

Improve intelligence, surveillance,
and rapid response.

* Expand justice, prosecution, and
prison reforms.

« Empower communities to lead
their own development.

+ Position Nigeria as a regional
leader in peace and development.

Protect critical infrastructure,

scheols, and communities.

Create jobs and opportunities
for youth.

Deepen infrastructure development
in rural and vulnerable areas.

» Strengthen early warning and
conflict prevention systems.

» Ensure intergenerational equity

and environmental sustainability,
Provide immediate relief and
suppaort for displaced parsons.
Strengthen border sacurity and
regional cooperation.

Strengthen community pelicing + Strengthen institutions and
and local defense initiatives. enforce accountability.
Scale up rehabilitation and
reintegration programs.

» Promote research, technology,
and local solutions.

» Celebrate progress, honor

sacrifices, and plan for the future.
Promote national values, unity,
and civic responsibility.

» Deepen social cohesion and
national integration.

» Pass a legacy of peace and
prosperity to future generations.

CROSS-CUTTING ENABLERS i

STRONG LEADERSHIP
Committed, ethical, and visionary le

PEOPLE-CENTERED APPROACH
Put the needs, rights, and dignity of people first.
INCLUSION AND EQUITY

Leave no one behind, Address disparities and exclusion.

DATA AND TECHNOLOGY
[ nd technology to make better de

dership at all

and deliver

ACCOUNTABILITY AND TRANSPARENCY

5. Measurable results. Public trust.

FINANCING AND SUSTAINABILITY

b S ST G SO S S ST S

KEY PRIORITIES (10-YEAR FOCUS)

Eliminate terrorist safe havens and networks.

Create 20 million jobs and opportunities for youth,
Provide quality education and healthcare for all.
Develop infrastructure: roads, power, digital, water.
Empower women and strengthen famili

Support victims and promote national healing.
Strengthen borders and regional cooperation.
Build a culture of peace, patriotism, and service,

OUR MEASUREMENT OF SUCCESS

Protect lives, livelihoods, and critical infrastructure.
Ensure justice for all and reform the justice system.

PARTNERS IN PROGRESS

FEDERAL, STATE & LOCAL GOVERNMENTS
Work together, Defiver together.

SECURITY AGEMCIES
Professional. Coordinated. Accountable.

CIVIL SOCIETY & COMMUNITIES
Voices of change. Partners in peace.

PRIVATE SECTOR
Imvest in Nigeria. Create value, Create jobs.

TRADITIONAL, RELIGIOUS &
LOCAL LEADERS
Builders of trust. Champions of peace.

INTERNATIONAL PARTNERS

9 |
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v
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National unity
and social
cobesion

.

(1 1]
Trust in
government
increases

Mobilize resources, Use them wisely. Ensure long-tenm impact. Share knowledge. Support peace. Build tagether.

Economic
growth and
job creation

Improved
safety and
sacurily

OUR COMMITMENT

A 10-YEAR PLAN.
POPRUINNTION vewisorvecue ) GENERATION OF CHANGE. |

MR emtomanerss. - A NATION FOREVER STRONG.

UNITY. SECURITY.
< -4 JUSTICE. PROGRESS.
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We will build a Nigeria + e
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Chapter 17

A 10-Year National

Anti-Terrorism Plan

A SAFER NIGERIA
OUR SHARED RESPONSIBILITY
OUR COLLECTIVE FUTURE

O &

SECURITY JUSTICE

Introduction

Successfully combating terrorism, banditry, kidnapping, and
organized crime requires more than emergency responses.
Sustainable security demands a long-term national strategy
that addresses immediate threats while also strengthening
institutions, improving governance, investing in prevention,
and building resilient communities.

A 10-year National Anti-Terrorism Plan provides a structured
roadmap for achieving these objectives. It recognizes that
military operations, while essential, must be complemented
by intelligence reform, justice sector improvements, economic
development, education, community engagement, regional
cooperation, and effective governance.

Most importantly, the strategy must be measurable. Success
should not be judged solely by promises or spending, but by
tangible improvements in public safety, institutional
performance, and citizens' confidence.

National security is a continuous process that requires
commitment across successive governments and sustained

support from the Nigerian people.
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DEVELOFMENT UNITY

Key Issues

Immediate Security Stabilization

Intelligence and Security Sector Reform
Criminal Justice and Institutional Strengthening
Border Security and Regional Cooperation
Counter-Terrorism Financing

Youth Development and Economic Opportunity
Community Engagement and Public Trust
Victim Support and National Recovery
Technology and Innovation

Monitoring, Evaluation, and Accountability
Sustainable Pelitical Commitment

Public Participation
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ANALYSIS

A successful 10-year National Anti-Terrorism Plan
requires a phased approach. Each phase builds on
the previous one, ensuring that immediate action

saves lives today while reforms and prevention
create lasting security for tomorrow.

The plan integrates security operations with
institutional reform, development, justice, and
community engagement to address both the
symptoms and root causes of terrorism and
organized crime.

Below are the first two phases of the strategy.
These lay the foundation for long-term stability
and national resilience.

NATIONAL SECURITY
COORDINATION CENTRE

UNITED + FOCUSED - PREPARED

PHASE ONE (YEARS 1-2):
IMMEDIATE ACTION

The first phase focuses on restoring public confidence,
improving operational effectiveness, and reducing
immediate security threats.

Priority Actions

+ Strengthen intelligence collection and analysis.

*+ Improve coordination among military, police,
intelligence, and civil defense agencies.

» Enhance protection of schools, highways, farms,
and vulnerable communities.

+ Intensify efforts to disrupt terrorist financing and
organized criminal networks.

* |mprove welfare, healthcare, insurance, and
accommeodation for security personnel.

= Strengthen border surveillance and
anti-arms trafficking operations.

* Expand emergency communication and
rapid response systems.

+ Improve community reporting mechanisms and
early-waming networks.

@ Expected Outcomes

Faster response to security incidents.
Improved intelligence sharing.
Increased public cooperation.

Reduction in successful attacks
in high-risk areas.

Improved morale within
security institutions.

P N

PHASE TWO (YEARS 3-5):
MEDIUM-TERM REFORMS

The second phase focuses on
strengthening institutions and
addressing structural weaknesses
that enable insecurity.

Priority Actions

» Reform criminal investigation systems.

+ Expand forensic and digital investigation capabilities.

+ Strengthen financial intelligence and anti-money
laundering enforcement.

+ [mprove withess protection and victim support senvices.

+ Strengthen judicial capacity for terrorism and
organized crime cases.

+ Modemize correctional facilities and
rehabilitation programs.

= Expand youth employment, entrepreneurship,
and vocational training.

* Improve education and community
resilience programs.

+ Strengthen anti-corruption institutions and
public financial accountability.

jﬁ Expected Outcomes

Higher conviction rates based on
credible evidence.

Improved public confidence in
justice institutions.

Reduced recruitment cpportunities
for criminal organizations.

Stronger institutional capacity and
transparency.

Improved national resilience.
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@®a PHASE THREE (YEARS 6-10):
LONG-TERM PREVENTION

The final phase focuses on building a secure, prosperous, and
resilient society where terrorism finds little oppertunity to thrive.

Priority Actions

= Sustain investment in education and * Invest in advanced security technology
human capital development. and research,

+ Strengthen local governance and + [nstitutionalize national security
service delivery. education and civic responsibility.

« Expand economic opportunities in + Strengthen democratic institutions
vulnerable regions. and the rule of law.

+ |mprove infrastructure and rural + Promote national unity, reconciliation,
developrnent. and social cohesion.

+ Enhance regional cooperation across
West and Central Africa.

@ Expected Outcomes

ILDING A SECURE,
msnous NIGERIA
~ OUR PLAN. OUR FUTURE.

RECOMMENDATIONS

Adopt a bipartisan long-term national security

strategy that extends beyond electoral cycles.

Establish measurable annual security
objectives.

Strengthen independent monitoring and
evaluation mechanisms.

Increase investment in intelligence, technology,
and institutional reform.

Improve transparency in security procurement
and budgeting.

Expand partnerships with communities, civil
society, and the private sector.

Strengthen regional cooperation against
transnational threats.

Prigritize education, employment, and youth

a®e
M | 9 m g
Greater Reduced Improved Long-term
BCONOMIC vulnerability to plbl.ic. regional security reduction in
resilience. violent extrernism. institutions. cooperation. organized
violence.
Measuring Success
An effective national strategy requires clear performance indicators.
Security Justice a@®e Social ﬁ- Institutional
Indicators O ndicators T8N |ndicators Indicators
* Reduction in terrorist + Increased conviction + Reduced youth * Improved transparency
attacks, rates based on due unemployment. in security spending.
o Reductionin process. + Increased school Better nteragency
kidnapping incidents. Reduced case attendance in coordination.
+ Reduction in banditry BacHOe. affected wrom. Increased intelligence-
and organized crime. Improved witness * Reduced displacement. sharing effectiveness.
+ Improved emergency pratection outcomes. « Improved public Stronger anti-cormuption
response times. Increased asset confidence in security enforcement.
" recovery from institutions. Improved border
* Increased disruption 0 pi
of eriminal financing. criminal organizations. | , |ncreased community security performance.
participation in lawful
security inftiatives.
Public Accountability
Mational security strategies succeed only when govermnments remain accountable to the people.
Ah 2Pa
E Q ] atil
Independent | Pariamentary | Transparent | Publicaccessto |  Regular consultation
mmﬂty oversighl | review of sacurity | budget non-sensitive with civil society.

performance academia, traditional
leaders, and the

private sector.

reports. bodies. performance. reporting.

indicators.

Public confidence grows when citizens can see measurable progress.

development as long-term prevention
strategies.

Regularly review and update the national
strategy based on emerging threats.

Maintain consistent political commitrment
regardless of changes in government.

Promote evidence-based policymaking
using reliable security data.

Ensure that all counterterronism measures

P00 0 0000000

Long-Term National Security Planning

Several countries that have successfully reduced terrorism and organized
violence adopted comprehensive national strategies rather than relying
solely on military campaigns.

These strategies combined intelligence reform, stronger criménal justice
systems, financial investigations, improved border security, community
engagement, economic development, and institutional accountability.
Gevernments regulary evaluated progress using measurable indicators
and adjusted policies in response to changing security conditions.

The expaerience demonstrates that lasting security s achéewed through
sustained investment in institutions, prevention, public trust, and
accountable govemnance rather than short-term responses alone.

NIGERIA
BORDER
POST

—

remain consistent with constitutional
protections, the rule of law, and respect for
human rights.

KEY LESSON

ot be defeated through

or temporary policies.

unts !hl'll"'h,l ,uﬂl:l a
safer and more resilient Nigeria.
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